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Abstract

In recent years, the availability of data has exploded, leading to the so-called data
era. This has led to a shift in the way we think about controlling systems, from time
consuming model-based approaches, to data-driven techniques such as reinforcement
learning, which can learn to control a system based only on data from that system.
However, such techniques come at a cost, in particular, a lack of guarantees on
system behaviour. In this thesis we explore how to make use of data to guarantee
systems behave in a specified way, as well as how we can exploit data to control
systems, whilst maintaining guarantees on future behaviour.

In order to verify and control our systems we require data from that system,
obtaining this data may be, in general, difficult or expensive. As such, we seek to
utilise all available data in order to optimise for a controller and provide guarantees,
that is, we do not wish to withhold any data for testing. We therefore turn to
the so-called scenario approach, which provides a framework for obtaining probably
approximately correct bounds on the generalisability of a solution to a scenario
program. In particular, given an optimisation program with data affecting the
outcome, the scenario approach provides a guarantee on the probability of a newly
sampled data point changing the result.

This thesis considers applying the scenario approach theory to increasingly com-
plex control and verification problems. We begin by considering the synthesis of a
controller for a class of finite-state models with uncertain probabilistic transitions
between states. Then, we investigate a certificate synthesis problem for general
continuous-state systems, introducing a novel algorithm with favourable proper-
ties for non-convex scenario programs. Finally, we turn to controller synthesis for

continuous-state systems with uncertain state transitions.
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1 Introduction

1.1 Motivation

In a world where autonomous systems are increasingly being deployed in safety-
critical settings, it is an important challenge to prove that such systems satisfy
certain properties, for example, stability, safety or reachability [46, 65, 85, 96]. In
many systems it is necessary to verify not just one of these properties but some
combination or product of properties. Verifying the satisfaction of these properties,
also termed as specifications, is a challenging, but important, problem. Further, it
is often necessary to develop a controller which guides the system to satisfy these
specifications.

One technique for verification involves translating the specification to a formal
logic (e.g. probabilistic computation tree logic (PCTL, [58]) or linear temporal
logic (LTL, [92])). Then, there are many techniques which allow one to verify if a
dynamical system meets those logic specifications, for example for LTL specifications
in [17, 123], and for PCTL specifications in [15, 39].

Such techniques typically consider systems with known dynamics [16]. Provided
this model accurately reflects the real-world behaviour of a dynamical system, one
can provide guarantees on the underlying dynamics satisfying the specification.
However, obtaining a model of the system is in general difficult, since formulating a
model requires domain-specific knowledge, and the inherent uncertainty present in

the system may be hard to quantify. Typically, this may be achieved by modelling
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the system under study based on first principles, and accounting for unknown parts
of the system or externalities as uncertainty (often assumed to be a Gaussian dis-
tribution [90]) [57]. This is a common approach in robust control, with a number of
techniques being developed to explicitly deal with the presence of uncertainty [33],
imposing certain assumptions on the geometry of the uncertainty set or on the un-
derlying probability distribution of the uncertainty. Despite some recent techniques
which do not assume uncertainty is normally distributed [21], this assumption is

often still employed to ensure that the problem is tractable.

However, such assumptions on the uncertainty distribution risk being overly con-
servative, or else not sufficiently broad to cover the true uncertainty underlying the
system [90]. Instead, we may wish to investigate modelling the uncertainty based
on data/samples from its distribution, thus avoiding restrictive assumptions on the
shape of this distribution, and allowing for tractability even for complex distribu-
tions. At the same time, we exploit the so-called data era, and the large availability
of often easily accessible data [1]. These techniques are known as data-driven or

sampling-based techniques [12, 39, 104].

There are numerous data-driven techniques available in the literature. We are
particularly interested in techniques which come with some form of guarantee. One
widely employed technique is based on Willems’ fundamental Lemma [119], which
provides a technique for checking if a trajectory is a valid system trajectory, using
only a previously collected data, under suitable persistency-of-excitation conditions.
Willems’ fundamental lemma primarily considers linear time invariant systems, how-
ever techniques to extend to non-linear systems through the use of Koopman oper-
ators [108]. Unfortunately, Willems’ fundamental lemma does not generally handle
noisy data, without some knowledge of, or limits on, the noise distribution. Tech-
niques which consider robustness (e.g. by extending to model predictive control [40])

often result in conservative controllers.

Alternatively, indirect system identification methods [76] seek to identify a model
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from data, and then design a controller for this model through classical control
techniques. Once again, these techniques often make some assumptions on the
structure of the noise, and are generally focussed on linear systems. Guarantees on
system behaviour are then achieved through guarantees classical control methods,

paired with a guarantee on the identified model matching the true system.

Finally, a method which is not restricted to linear systems is that of safe/robust
reinforcement learning [7, 78, 117]. These techniques, however, are generally limited
to finite state models, and extending to continuous state models is not straightfor-

ward.

We therefore seek to develop techniques which are able to provide guarantees for
general non-linear models, with no assumptions on the noise distribution. Further,
in order to avoid overly conservative results we seek a probabilistic guarantee, that
allows for a trade-off between optimality and guarantees, to achieve improved con-
troller performance. Finally, where possible, we seek to avoid learning a model from
data, and instead act directly upon that data. We therefore turn to the so-called

scenario approach [26, 27, 29, 32, 53].

We are thus interested in solving a scenario program, that is, an optimisation
program where data (or “scenarios”) act as constraints. In particular, we wish to
optimise the probability of property satisfaction, so that the property is satisfied
with at least the calculated probability on all sampled data. The scenario approach
methodology allows one to obtain probably approzimately correct (PAC) guarantees
on the generalisability of the outcome of a scenario program. Such PAC guarantees
are established through bounds on the change of a quantity termed compression
set (namely, a subset of the data which would return the same result as the entire
set) [30, 50, 79]. Of particular importance is the benefit that such a procedure does
not require using a separate data-set for validation, allowing one to use all available

data for learning.

Techniques to exploit these data may be split into two approaches; abstraction-
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based and abstraction-free. Abstraction-based techniques consider synthesising an
abstraction, a simpler model of the system which is formally shown to be related
to the concrete model, and thus allow to transfer the obtained results (safety guar-
antees, and/or synthesised policies) back to the original model [19]. In this thesis,
we focus on finite-state abstractions, that is, abstractions which only have a finite
number of discrete states. Various approaches exist for creating abstractions of dif-
ferent forms, such as the celebrated counterexample-guided abstraction/refinement
approach [37], which iteratively improves an abstract model by analysing erroneous
counterexamples. There are also a number of abstraction-based techniques which
involve abstractions as Markov models [14, 15, 104, 111]. These Markov models are
of particular interest since there are many sophisticated tools for verifying PCTL

properties on Markov models [73, 45]

Unfortunately, the creation of such an abstraction comes with a number of draw-
backs. To name a few, choosing the structure of the abstraction requires domain-
specific knowledge [75, 81], and synthesising the abstraction may require a large
number of samples to accurately reflect a complex system [15, 104]. Hence, we
may wish to consider abstraction-free techniques, which provide guarantees directly,
without building an abstraction, at the cost of a potentially more complex verifica-
tion. We consider abstraction-free techniques for continuous-state systems (hence
necessarily requiring an infinite number of states, in contrast to the finite-state ab-

stractions we consider).

One abstraction-free tool that is of particular interest are certificates [5, 8, 94].
The goal is to determine a function over the system’s state space that exhibits certain
properties. A well-investigated example of such certificate is that of a Lyapunov
function, used to verify that dynamics satisfy some stability property [77]. But
one can consider extensions to reachability, safety and reach-while-avoid (RWA)

certificates. Overviews of techniques for certificate learning can be found in [5, 44].

This thesis deals with verification and control for both finite-state models (likely
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abstractions of more complex systems, although we do not consider how such an
abstraction is generated), as well as abstraction-free techniques for more complex
systems. In order to tackle this problem, we present novel results for scenario opti-

misation, and accompany these with PAC guarantees.

1.2 Thesis outline and contributions

A
<
-*é g Chapter 5: Controller
= = Chapter 2: Finite State Synthesis with Verifi-
jé ;E Control/Policy Synthesis cation for Uncertain
S E Parametric Models
>
=
]
2
=)
=
o
O
Ad
4
>
"3
- Existing Work Chapters 3 and 4: Contin-
2 13, 72, 97] uous State Verification (dis-
q;g B crete and continuous time)
5
=
Finite State Continuous State

Model Complexity

Figure 1.1: Overview of contributions within this thesis with respect to model com-
plexity and task complexity.

The main contributions in this thesis are the novel techniques for finite-state
controller synthesis, and continuous-state certificate synthesis, as well as a novel
optimisation algorithm for non-convex scenario optimisation. We provide a high-
level overview of the structure of this thesis in Figure 1.1. Below we include a

detailed overview of each chapter, including its main contributions.

e In Chapter 2, we consider an uncertain parametric Markov decision process
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as a given finite-state abstraction, and consider the problem of policy (or con-
troller) synthesis. In particular, we develop techniques for the synthesis of
policies across a range of policy classes, which are robust to the uncertainty in
the parameterisation. These policies are synthesised to maximise the proba-
bility of satisfying some PCTL specification and we provide guarantees on the
probability of our synthesised policies satisfying this specification for a newly

sampled parameter. This chapter is based on the work in

— L. Rickard, A. Abate, and K. Margellos. Learning robust policies for
uncertain parametric Markov decision processes. In L4DC. volume 242 of

Proceedings of Machine Learning Research, pages 876-889. PMLR, 2024.

Chapter 3 explores techniques for certificate synthesis. In particular, we con-
sider a continuous-state system in discrete time, and develop a methodology
for the data-driven synthesis of reachability, safety and reach-while-avoid cer-
tificates. At the core of this methodology is a non-convex scenario program,
and we introduce a novel algorithm to solve this program and provide strong

PAC guarantees. This chapter is based on

— L. Rickard, A. Abate, and K. Margellos. Data-driven certificate synthesis.

Autom., 185:112798, 2026

In Chapter 4, we continue investigating certificate synthesis, but now consider
continuous time models. This introduces an additional layer of complexity,
since we are unable to (in general) store continuous time trajectories, since
they are now functions from the chosen time interval to states. Instead, we
consider utilising time-discretised approximations consisting of a finite number
of sample times within the time interval. Then, we alter our algorithm to allow
us to provide PAC guarantees on property satisfaction for complete continuous

time trajectories. This chapter is based on the work in

— L. Rickard, A. Abate, and K. Margellos. Continuous-time data-driven
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barrier certificate synthesis. In CDC| pages 5794-5799. IEEE, 2025

e Chapter 5 expands upon the certificate synthesis problem explored thus far
to include controller synthesis, as well as extending to uncertain parametric
models. This allows us to synthesise a controller to maximise the probability
of property satisfaction, and provide a certificate validating that controller,
with a PAC guarantee on the probability of satisfying the specification for
a newly sampled parameter. The extension to uncertain parametric models
also allows us to incorporate some model knowledge (where this is readily
available), whilst still allowing for the uncertainty in the model. This chapter

contains material which is currently being prepared for publication.

e Finally, Chapter 6 summarises the contributions contained in this thesis and

provides some discussion on future research directions.



2 Finite State Control/Policy

Synthesis

2.1 Introduction

Verifying the safety of complex dynamical systems is an important challenge [70],
with applications including unmanned aerial vehicles (UAVs) [123] and robotics
[23]. Ensuring a safety property may require verifying satisfaction of complex and
rich formal specifications in the process of uncertainty arising from, for example,
inaccurate modelling or process noise. A vital aspect of verification lies in finding
abstractions that encompass this uncertainty, whilst accurately modelling system
dynamics to aid optimal control of such systems.

There are a number of techniques for abstracting dynamical systems, such as
the widely celebrated counter-example guided abstraction/refinement approach [36].
Alternatively, techniques make use of the so-called scenario approach in order to
develop their models [15, 104]. We discuss these in further detail in Section 2.2.

One useful abstract model is that of parametric Markov decision processes (pMDPs)
[43, 56, 67], and particularly their probabilistic counterpart uncertain pMDPs (up-
MDPs) [13, 107]. Parametric MDPs extend MDPs by parameterising their transition
function; any choice of parameters induces a standard MDP. Hence, a pMDP rep-
resents a family of MDPs, differing only in their transition function. By drawing

these parameters from a (possibly unknown) distribution, we define an uncertain
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parametric MDP. The parameterisation of the model allows for the introduction of
some structure, thus avoiding overly conservative models. Here, we make no as-
sumptions on the structure of the parameterisation, and could equivalently have a
direct distribution over MDPs within an uncertain set, hence arriving at a problem

closely related to that of robust MDPs [64, 86, 118]

A useful tool for expressing specifications on (up)MDPs lies in temporal logic
[91], a rich language for specifying behaviours of a system [19]. One particular
language of interest is that of Probabilistic Computation Tree Logic (PCTL [58]),
an extension of Computation Tree Logic which allows for probabilistic quantification
of properties. This language can be used to describe probabilistic specifications on
system behaviour, with these probabilities allowing for uncertainty. Often, it is of
interest to learn a policy which ensures satisfaction of the specification [55], even

under different realisations of the uncertainty.

One common approach for verifying pMDPs is to solve the so-called parameter
synthesis problem, finding parameter sets that satisfy the specification. Typically,
only a single set of parameters is of interest [41, 43, 80]. Instead, we wish to synthe-
sise policies that are probabilistically robust to uncertainty over the entire parameter

space.

In this chapter, we investigate the following problem. Given a upMDP, with a
possibly unknown distribution over parameters, we aim at synthesising a policy,
accompanied by a probabilistic certificate, such that, for an MDP defined with a
randomly drawn parameter set, the probability that the policy satisfies a given
specification on that MDP is guaranteed by the computed certificate. To solve this
problem, we capitalise on advancements from the so-called scenario approach liter-
ature [24, 31, 29, 53]. We sample a finite number of parameter sets, and compute a
policy that is robust to any sample within that set. Then, by leveraging results from
[53] we provide probably approximately correct (PAC) guarantees that the policy

will be robust to a newly sampled parameter set. Importantly, these techniques al-
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low us to provide guarantees based only on finite samples, without knowledge of the
underlying distribution, and with no assumptions on the shape of this distribution
or the geometry of its support set.

Since we are optimising a policy for multiple MDPs, our work is similar to de-
velopments on multiple environment MDPs (MEMDPs [99, 115]). These techniques
consider finding policies which are optimal for a finite set of MDPs. In contrast
to our approach, these methods assume to have complete knowledge of possible
environments, whereas we wish to be robust to new, unseen, environments. Pre-
vious work in this area typically required overly conservative assumptions on the
parameterisation, restricting to models where the uncertainty is independent across
different states [97], or across different state-action pairs [72]. In the robust MDP
literature, such assumptions are referred to as s-rectangular or (s,a)-rectangular
ambiguity sets [118]. Some recent approaches [13] have relaxed this assumption,
but required full knowledge of the parameter sets at runtime in order to apply a
policy.

Our work makes no assumption on the parameterisation of the upMDP, and learns
a single policy which may be applied at runtime with no explicit parameter knowl-
edge, whilst still offering PAC-type guarantees. Our main contributions can be

summarised as follows

1. We formally discuss different policy classes for an MDP, and investigate their
associated probabilistic guarantees. This policy classification is interesting per

se as it clarifies subtle differences among them.

2. We propose a new gradient-based algorithm to learn an optimal robust policy
for a given specification in an upMDP; we demonstrate the benefits of this
scheme over more traditional solution paradigms via extensive numerical in-
vestigation and set the basis for a theoretical convergence analysis in future

work.

3. We use recent advancements in scenario approach theory to accompany our
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learned policy with non-trivial guarantees on the probability that newly sam-

pled MDPs meet certain specifications.

2.2 Background

2.2.1 Markov Decision Processes

A Markov Decision Process (MDP) is a tuple M = (S, A,T,p,7). Where § =
{s0,...,Sn} is a finite set of states, with initial distribution p : & — (0,1), A =
{ao,...,ap} a finite set of actions, T: S x A — Dist(S) is a probabilistic transi-
tion function, with Dist(S) the set of all probability distributions over S [16], and
~v € (0,1) is some discount factor, that may be interpreted as there existing some
probability equal to 1 — « of entering a “failure” state.

We call a tuple (s, a, s") with probability T'(s, a)(s") > 0 a transition. By absorbing
state, we refer to a state s € S in which all transitions return to that state with
probability 1 so that T'(s,a)(s) = 1, for all a € A, these typically being some goal or
critical states. An infinite trajectory of an MDP is a sampled sequence of states and
actions ¢ = sjagpsiay ..., where actions are chosen according to some policy, which

we define in the sequel.

2.2.2 Policy Classes

We consider three distinct classes of policy to determine actions in this MDP.
Namely, deterministic (also called pure), mixed (also called randomised), and be-
havioural policies. These policies are denoted by 7 € II”?, #M ¢ TIM zB ¢ TI5,

referring to a deterministic, mixed and behavioural policy respectively. Specifically,

™. S — A, = ¢ Dist(I17), ™. 8 = Dist(A).  (2.1)
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In other words, a deterministic policy shows which action to pick at each state; a
mixed policy provides directly a distribution over deterministic policies, so that we
sample one policy at the start of a trajectory and follow it throughout; a behavioural
policy gives us a distribution over actions at each state, so that we sample one action
at each state of a trajectory. For MDPs, it can be shown that deterministic policies
suffice for optimality, but this does not hold for more complex models.

We denote by m(7?) the probability of choosing 7" under the distribution de-
fined for the mixed policy, and by 72(s)(a) the probability of choosing action a
in a state s, under the policy defined by 7%. Mixed and behavioural policies offer
two semantically different options to resolve the non-determinism in a probabilistic

manner.

2.2.3 Uncertain Parametric MDP

An Uncertain Parametric MDP (upMDP) is a tuple MY = (S, A4, V,T,P,p,7).
Similar to an MDP, but the probabilistic transition function is now 7: S x Ax )V —
Dist(S), so that we denote by T,(s,a)(s’) the probability of transitioning to state
s, given action @ in s, with parameters v € V (i.e. the transition function is
parameterised by v € V). We denote by (V, F,P) a probability space, where F is a
o-algebra and P: V — [0, 1] is a probability measure on the parameter set V. Thus,
when a set of parameters v is sampled, we extract a concrete MDP M{[v]. We do
not impose any structure for this parameterisation, and only require that M{v] be
a well-defined MDP. To uncover a trajectory in this upMDP we first sample a set of
parameters v from P, and then follow a trajectory in the resulting MDP. We denote

by PV the product measure associated with N sampled parameter sets.

2.2.4 Abstracting Continuous State Systems

There are a number of techniques for synthesising a finite model (such as a upMDP)

from a continuous (discrete time) dynamical system. In the case where the dynamics
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and noise distribution are known, this process is relatively straightforward as the
state space can be gridded, and transitions calculated based on the (parametric)

noise distribution.

One alternative technique explored in [15, 104, 84] considers forming an interval
MDP (where transitions probabilities are shown to lie within some interval). This is
achieved through the use of scenario approach techniques to guarantee state transi-
tions, using samples of these transitions. Finally, a PAC guarantee is provided that
the interval MDP captures the dynamics of the true system. The primary limitation
in applying our techniques to models synthesised with this approach is the presence
of these intervals, in the case of infinite data per parameter these intervals collapse

to a single value, providing an uncertain parametric MDP.

In practice, this is not achievable, and techniques in [74] may be of benefit, where
a stochastic bisimulation function is employed, alongside maximum likelihood es-
timation, to form a finite MDP abstraction. This technique, however, requires
knowledge of some Lipschitz constants of this stochastic bisimulation function and
of the stochasticity so that maximum likelihood estimation may be employed. This
approach provides a single-level probabilistic guarantee on the validity of the ab-
straction, reducing the layers of nested probabilistic statements needed to interpret

the guarantees compared to interval MDP-based techniques.

In this chapter, we do not discuss further the specific abstraction technique, and
instead assume that this is selected appropriately depending on the availability of

data and of model knowledge.

2.2.5 Probabilistic Computation Tree Logic

We consider having a set of atomic propositions AP (e.g. denoting a goal or safety),

and a labelling function L: & — 24 which assigns atomic propositions to states.
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Then, probabilistic computation tree logic (PCTL) depends on the following syntax:

® = true|p| @ | B A D |Poy(v) Yr=0dUd|DULD  (22)

Here, ~€ {<, <, >, >} is a comparison operator and A € [0, 1] a probability thresh-
old; PCTL formulae ¢ are state formulae, which can in particular depend on path
formulae 1. For a state s € S, the satisfaction relation s = ¢ may be defined induc-

tively as follows

s = true always (2.3)
skEp & pe L(s) (2.4)
sE-® & sEP (2.5)
S AD, o s, and s = b, (2.6)

Whilst for a path (sg, s1,...), the satisfaction relation is defined as

(80,81,.-. )EP1UPy < IT >0 :(spEDP) A (i =P1,VE<T) (2.7)

(50,81, .. ) ):(1)1 Uk (:[)2 < dT € [O,k] : (ST ):(I)2> N (St ):(Dl,‘v’t < T) (28)

The probabilistic operator P.y(1) requires that paths generated from the initial
distribution satisfy a path formula v with total probability exceeding (or below,
depending on ~) some given threshold A. For our analysis, we consider only infinite
horizon until ® U ®, but note that extensions to include the finite time bounded-until

operator can be achieved as discussed in [87].

The satisfaction relation Mv]f=_& defines whether a PCTL formula ¢ holds
true, when following policy 7 in the concrete MDP. Formal definitions for semantics

and model checking are provided in [58, 16].
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2.2.6 PCTL Satisfaction

This satisfaction relation defines slightly different semantics depending on the class
of policy. We now explore these semantics for the policy classes identified in sec-

tion 2.2.2, namely, deterministic, mixed and behavioural, respectively.

MEP() S plso)VT (s | s0, 72 (s0)VT(s2 ] 51,7 (s1)) - = A

{¢: CEY}
(2.9)
= > Pw(Q)=A
{¢: ¢}
MEP@W) = Y a@P) | Y PO | 2 A (2.10)
! =D erP {¢C: CEw)

MEPAW) <= 3 plso)yTst | s0,a0)7” (o | so)yT sy | s1,01) - 2 A
{¢: ¢}

(2.11)

= > Pus(Q=A\

{¢: ¢}

We use the P,(¢) to refer to the probability of uncovering a trajectory when
playing a given policy, and trajectories are truncated at the first state in which v
is satisfied. Note that both eqgs. (2.10) and (2.11) contain terms relating to the
probability distributions introduced in the policy classes. Instead, eq. (2.9) only

considers uncertainty in the model itself.

For MDPs, we note that there is a link between property satisfaction through
behavioural and mixed policies by Kuhn’s theorem [10]. Further, for an MDP,
it is always possible to find memoryless behavioural policies that are realisation-

equivalent to mixed policies, as demonstrated below.

First, consider any behavioural policy 72 € II®. We know that for an MDP,

there will exist a deterministic policy with maximum probability of satisfying a
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PCTL formula, which we call 7* (see [16] for a proof of this). More formally, we
have that

7 € arg max max P>)v,
*BerB AE0,1] T

recognising that a deterministic policy is a behavioural policy with all probability
mass assigned to a single action in each state.

We define a solution function as the maximum probability of satisfying a given
PCTL path formula for a given policy, on a concrete MDP, as

solh,(v;¢) == Jmax A s.t. M[v] = Psat. (2.12)

Hence, for an MDP induced by a given sample v, SOI”MB(U; ) < soli(v; ). If we
consider trying to maximise for —t, it is obvious that there exists another optimal
deterministic policy, ©*, (since we are now optimising for a different, but equally

valid PCTL formula).

™ € arg max max P>)—1) = argmin min P<,1),
aBerrB A€[0,1] T aBerrB A€[0,1] T

This policy will then have a minimum probability of satisfying the original formula,

1 so that sol”MB (v;9) > sol%(v; ¥). Hence, we have

sol%(v; ) < sol}j (v;9) < soli(v;w).

Finally, since a mixed policy defines a finite distribution over deterministic policies,

it is straightforward to see that

SOIWMM(U;@/J) = Z aM(rP) . sol“MD(v;@/)).

D ellP

Then, since SolﬂMB(v; 1) is bounded from above and below there must exist a convex

combination of these bounds that is equal to soljrj(v; 1), and this convex combina-
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tion defines the realisation equivalent mixed policy.

A similar argument can be made for finding a behavioural policy for a given
mixed policy 7 € IIM. However, for behavioural policies it does not, in general,
hold that a convex combination of policies will provide an equally weighted convex

combination of values. Specifically, for v € (0,1), nP, 72 € I15:

We note that there are limited cases where this may in fact hold with equality. For
example, for very simple MDPs with a single state having more than one enabled

action.

Instead, we rely on the intermediate value theorem. As with the previous subsec-

tion, for all 72 € IIZ, there exist 7*, 7, such that

soll (v3) € [soli(v; ), soliy (v; )],

and for our given mixed policy, solﬂj (v;0) € [sol%(v;@b),solﬁ(v;zﬂ)]. Hence, if

soljr\j(v; 1)) can be shown to be continuous in 72, then it must hold that
IrB e 117 sol”MB (v;) = SOlWMM(U; ).

Since the discount factor is strictly less than 1, there will not be any discontinuities

in the solution function?.

'If this assumption is violated, discontinuities may arise in the presence of PCTL formulae with
infinite horizons where loops which can be followed with certainty exist. For a concrete example,
consider a simple MDP with an initial state and a goal state, and two actions in the initial
state corresponding to transitioning to the goal state or staying in the initial state (both with
probability 1), with a discount factor equal to 1. The PCTL formula is simply an infinite
horizon reach probability. For any policy taking the action to transition to the goal state with
a non-zero probability, the formula will be satisfied with probability 1. However, for the single
policy which always transitions back to the initial state (i.e. taking the action to transition
with probability 0), the reach probability will also be 0. Hence, a discontinuity arises. If the
loop probability is less than 1, then this discontinuity is removed. This example clearly also
violates our equivalence.
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To see this, consider Soljr\j(v;w) encoding a PCTL formula ® = P,SUG, with

state sg satisfying G, this may be expanded as

sol}f (v;9) =

Sools) > wPlals)- (msG | s,0)+

s€S acA(s)

Z YT'(s" | s,a) Z m2(d | s") - (VT(sq | s, d) —1—2 VI(s"] s d')...) )

s'eS\sa a’€A(s") s"eS\sa

Since this is a summation and multiplication of many terms linear in the policy,
and all infinite series involved are convergent, it is continuous in the policy. Thus,
the intermediate value theorem will hold, and for any mixed policy there exists an
associated behavioural policy which is realisation equivalent (although the statement
is not constructive). More complex properties may be considered by defining a Q-
function as in section 2.3.3.

In Uncertain Parametric MDPs the link between behavioural and mixed policies

may not be satisfied.

2.2.7 Robust Policies

We are interested in synthesising robust policies for upMDPs. That is, policies that
maximise the probability of satisfying a PCTL formula ¢, within some given risk
tolerance. Thus, we are interested in solving the chance-constrained optimisation

program

max A subject to P {’U e VIMv] = P>A(¢)} >1—ce (2.13)

w€ell, A€[0,1]

for some a priori chosen risk level € € (0,1). There is an inherent trade-off here
between risk and satisfaction probability: namely, for a small risk we might obtain

a small satisfaction probability, and vice versa. For brevity, we discuss only max-
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imising A, but note that the minimisation for ~€ {<, <} can be obtained trivially.
Note that here we optimise over policies 7 in a generic set II; the exact policy class

from the ones of section 2.2.2 will be specified in the sequel.

2.3 Robust Policy Synthesis

Problem 1. Given an upMDP MY, PCTL formula v and risk level €, find a robust
policy m and mazimum satisfaction probability X, such that, with probability 1 —
€ playing policy m on a newly sampled MDP will satisfy the PCTL formula with

satisfaction probability at least .

Due to the chance constraint on the parameter distribution P, this problem is a
semi-infinite optimization program (having a finite number of optimisation variables,
but infinite constraints), and is generally intractable. Further, we may not have
access to an analytical form for IP. Thus, we turn to a sample based analogue to this
problem. In section 2.4, we investigate how solutions to this problem can provide
guarantees to the original chance-constrained problem.

Consider an upMDP MF and N iid. sampled parameter sets (or scenarios)
Uy = {uy,...,uy} sampled from P. In this section, we investigate how to learn
a robust policy which maximises the probability of satisfying a PCTL formula ),
under the worst case realisation of the parameters, i.e. we investigate the following

scenario program associated to eq. (2.13)

j (us ) > . .
we%l,af\izo)\ subject to soly (u; 1) > A, Yu € Uy (2.14)

Where we recall that sol)j(u; ) refers to the maximum probability of satisfying a
formula v, in the concrete MDP M u], under policy .
This scenario program problem coincides closely with the concept of Multiple

Environment MDPs (MEMDPs) [99], but differs in some key ways. When finding

an optimal policy for MEMDPs, one wishes to find the policy that is optimal for
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the given environments. Instead, our goal to find a policy that will be robust to
an unseen environment. Furthermore, the concrete chance constrained problem we
study is drastically different to MEMDPs since it involves continuous parameters

rather than a finite set of environments.

It is shown in [99] that infinite memory policies are required for optimality in
MEMDPs. In our setting, infinite memory policies will indeed lead to optimal
satisfaction probabilities in the sample set, but suffer when generalising to new
samples. This can be seen as a problem of overfitting, and may also lead to a

deterioration in our guarantees.

In the sequel, we provide different solution methodologies for eq. (2.14), where

each methodology is based on a different class of policies.

2.3.1 Solution by Interval MDPs (under deterministic policies)

A straightforward approach to solve this problem is to ignore the structure induced
by the parameterisation, and to build instead an interval MDP, where each transi-
tion is only known up to an interval. Each interval can be constructed by looking
at each transition in turn and finding the minimum and maximum probabilities
from the sampled MDPs. Such techniques are examined further (generally when no
parameterisation is available) in [72] and are also closely aligned with the concept
of (s,a)-rectangularity [118]. The resulting policy is in general very conservative,
since it considers the worst case probability for every single transition. In reality, it
is likely to be the case that the worst case transitions are unlikely to co-occur (for
example, in a UAV motion planning problem like the one considered in table 2.2 the

wind may push us left or right into an obstacle, but is unlikely to do both).
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2.3.2 MaxMin Game (under deterministic and mixed policies)

The problem in eq. (2.14) can be rewritten as a MaxMin problem

max min sol’ , (u:
well uely M( ’w)’

which can be seen as a two player zero-sum game. In which we have a policy player,
and the samples act as an adversary. The policy player’s actions are the set of all de-
terministic policies II” for the upMDP, providing a finite, but potentially very large
O(|.A|'S), action set. The sample adversary’s actions are the set of samples. Given

sample u and policy 7, the reward to the policy player is r, (7", u) = soleD(u; V).

2.3.2.1 Deterministic Policies

We may solve this as a Stackelberg game [112, 122], with the adversary as the leader,
to obtain an optimal deterministic policy. To achieve this, the sample adversary acts
as the leader and finds a minimising sample for each possible deterministic policy,
that is, for every policy 77, the adversary solves

rp(7") = min sol”MD (u; ), (2.15)

uEUN

then the policy agent acts as the follower and chooses a deterministic policy which
maximises the reward r, (7). In this case, we are working with finite sets of actions
for both agents, and so we can consider simply enumerating over all choices. The
resulting policy is the optimal deterministic policy, but may not be a Nash equilib-
rium policy (see theorem 2.3.1). To see this note that if the sample adversary takes
a fixed strategy (as opposed to always being allowed to choose the worst case), the

policy agent may be able to improve their reward.
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2.3.2.2 Mixed Policies

Alternatively, a mixed strategy set (s,, s,), contains finite probability distributions
over possible actions of each player, respectively, and returns the reward 7,(s,, S5) =
Do wpend Doueuy Sp(T7) - 5o (u) - s0l3f (u;9), or in matrix form s,Rs,, where matrix
R € R"pI¥N has elements Rei o, = soljilf(uj; ). Since the game consists of a finite
number of players, each with a finite set of pure strategies, then by allowing players
to play mixed strategies, it can be shown that a Nash equilibrium of the game will
exist, and further, that all Nash equilibria have the same value. Note that the mixed

strategy defines a mixed policy s, = 7.

Theorem 2.3.1 (Nash Equilibrium [83, 52|). For a two player zero-sum game, there

exists at least one mized strategy profile s* = (s5, sy), such that

Tp(Sy, S5) = Tp(8ps 85), Vs € Sp, Tp(Sy, S5) < (85, 85), Vo € S, (2.16)

If both inequalities are strict, then there is a single unique Nash equilibrium, called
a strict Nash equilibrium. Otherwise, there is a set of Nash equilibria, all having

equal value.

Finding Nash equilibrium strategies in this game is relatively straightforward,
and there are a number of existing methods for solving the game (for example,
the Porter-Nudelman-Shoham (PNS) algorithm [93, Algorithm 1] or fictitious play
methods [59]). Thus, we can simply build the reward matrix R, by considering each
determinsitic policy and sample in turn, and pass this to one of these algorithms.
Unfortunately, this method is computationally very expensive, with the size of the
reward matrix being RY x||M4] , and algorithms to solve such games being exponential

in the size of this matrix.
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2.3.3 Subgradient Ascent (under behavioural policies)

Under the choice of behavioural policies, we propose an alternative method that
avoids computing a full payoff matrix for every deterministic policy. Taking inspi-

ration from [20], we rewrite the solution function as

SOI”MB(u; V) = Z nes(s) Z Qus(s, a)m(s)(a),

sES acA

where 7% (s) is the discounted state-occupancy measure n; (s) = (1—7) >po v Pr (s),
with P,fB(s) the probability of uncovering state s at time k, and Q¥5(s,a) is a Q-

function, defined to model the PCTL requirement, as follows.

Note that all operators in PCTL may be derived from the until operator [58], as

such we consider only formulae with this operator.

Then, our formula is of the form
® = P ,SUG,

and we consider states Sg, S C S to refer to the states labelled with atomic propo-

sitions S and G respectively.

For a given sampled MDP M v], we can then define an iterative bellman equation
By : S — [0, 1] as follows (we consider only behavioural policies here, since the other

classes of policy can be solved without the use of a Q-function):

1 if s € &g,

B..(s) =10 if s ¢ Sgand s €S\ Ss,

| Y oaca™B(5)(@) > es To(s,a)(s")By (s")  otherwise.
(2.17)

This naturally models the probability of a given state s satisfying the PCTL path
formula SUG.
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Finally, define the Q-function using this bellman equation as

n(8,0) = ZTU(S, a)(s')B,,(s"). (2.18)

s'eS

For nested formulae, we simply consider using a computation tree (as is done in
[104]). Thus, we break a nested formula down until the leaves represent simple reach-
avoid formulae P>,SUG, we optimise the probability of satisfying these formulae,
and find states exceeding (or below, depending on the direction of the inequality)
the specified bound \. States that satisfy the bound can be passed up the tree as
goal states (if appearing to the right of an until operator), or as safe states (if on
the left of an until operator).

Intuitively, 15 (s) defines the (discounted) fraction of time the system spends in
a given state. We fix "z and Q"5 (as in policy iteration [51]), and find the gradient
(given analytically in algorithm 1).

This provides us with a (sub)gradient for a single solution function, however,
we are primarily interested in the pointwise minimum amongst a set of solution
functions. Hence, we turn to subdifferentials (or subgradients) [69, 11]. One simple
way of finding a valid subdifferential is to find the gradient of one of the current

minimum functions.

Algorithm 1 Projected Subgradient Ascent

Require: upMDP M, samples Uy, formula v, step size sequence {ap, a1, ...}
1: k<0

2: 7 + uniform random
3: while not converged do
B

4: w* «— random choice(arg min, ¢, soly; (u;1)) > Select worst case sample
5: Viti(s,a) = n"5(s)Q%s (s, a) > Find gradient for worst case
6: T (8)(a) = Projs= s | o=1[mF + arViii(s, a)] > Gradient step

B
7 = max{ f*, min,ey, sol " (us )} > Store record objective
8: k+—k+1
9: end while
10: return Optimal policy 7* associated with record objective

We initialise with a uniform random policy, select a minimising (worst-case) sam-
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ple from the set of minimisers (which may not be a singleton), then find the gradient
for this sample, take a step in this direction, and project onto the constraint set.
We use a diminishing, non-summable step size ay, typically employed in subgradi-
ent methods. We give numerical evidence that this algorithm exhibits a convergent

behaviour in section 2.5.

2.4 Guarantees

Once we have synthesised a policy using one of the methods above, we can accom-
pany each of the policies synthesised according to the aforementioned methodologies
with PAC-type guarantees on the satisfaction of the PCTL property under consid-
eration. To achieve this, we use the following recent result in the scenario approach
theory.

Given the solution to a scenario program, we are interested in quantifying the
risk associated with the solution (i.e. the probability that our solution violates a
new sampled constraint). The scenario approach provides us with the techniques
to achieve this by considering the number of support constraints. In an optimisa-
tion problem, if the removal of a constraint leads to a changed solution, then this
constraint is said to be a support constraint. Further, if a solution returned when
considering only the support constraints is the same as the solution obtained when

employing all samples, then the problem is a non-degenerate problem.

Theorem 2.4.1 (PAC Guarantees [53]). Consider the optimisation problem in eq. (2.14),
with N sampled parameter sets. Given a confidence parameter f € (0,1), for any

k=0,1,...,N, consider the polynomial equation in the variable t

1— 2SN () ik, if k= N,
£4(t) = 6N DimN+1 (k) of (2.19)

()8 — & I ()~ & S ()6, otheruise

Solving &(t) = 0 for t € [0,+00), for k = 0,1,...,N — 1, we find ezxactly two
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solutions, which we denote with t(k),t(k) with t(k) < t(k). For k = N, we find
a single solution, which we denote by t(N), and define t(N) = 0. Let e(k) =
max{0,1 — t(k)} and €(k) =1 — t(k).

Assume the problem is non-degenerate®, and has a unique solution. Let Ty be
the optimal policy, Ny the optimal satisfaction probability, and 53 is the number of

support samples. Then, for any P it holds that

P {e(3}) < P { eV: M) Pz»(l/))} e Z1-6 (220

M

where P{v € V: Mv| W _u Psa (1)} is the risk (the probability that our solution

violates the specification for another sample v ).

Note that in 73 we do not specify the problem class; this is considered in the
sequel when we deploy this theorem for each solution methodology from the previous
section. Moreover, to determine the number of support samples 53, we exploit our
problem’s structure and, based on the solution methodology adopted, we discuss

how an upper-bound on their number can be obtained.

To this end, we provide guarantees for the policy generated by each of the methods
of Section 2.3. Consider first the case of the mixed policy determined using a Nash
equilibrium solver as per the developments of Section 2.3.2. In this case, finding
the number of support samples consists of finding samples which are included in the

mixed strategy of the sampled adversary.

Corollary 2.4.1 (PAC Guarantees for Mixed Policies). Consider the MazMin game
of Section 2.5.2, and let w4 be the optimal mized policy ™ returned by a Nash
equilibrium solver. The number of support constraints may be found as §§ = |{u €

Un: ss(u) > 0}|, while the satisfaction relation Mv] e v Psa () is as defined in

2Non-degeneracy implies that solving the problem using only the samples that are of support
results in the same solution (policy in our case) had all the samples been employed. We say
that a sample (which gives rise to a constraint in eq. (2.14)) is of support, if removing only that
sample results in a different solution. Repeating this procedure, removing samples one-by-one
allows identifying the support samples of a given problem.
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eq. (2.10).

Consider now the case of a behavioural policy obtained using the subgradient
methodology (section 2.3.3). We determine the number of support constraints by
finding the active constraints (as the problem is assumed to be non-degenerate, the

active constraints are also the support constraints).

Corollary 2.4.2 (PAC Guarantees for Behavioural Policies). Consider the subgra-
dient algorithm of Section 2.3.2, and let % be the optimal behavioural policy mP
returned by Algorithm 1. The number of support samples is given by the active con-
straints, which are in turn the ones for which the obtained satisfaction probability
A* s tight, i.e., S% = [{u € Uy: sol’fj (u;p) = X*}|, while the satisfaction relation

Ml 5 Poax () is as defined in eq. (2.11).

Finally, consider the construction of an interval MDP under the class of deter-
ministic policies. In this case, our problem is degenerate, since it may be necessary
to remove multiple constraints for another policy to become optimal, thus prohibit-
ing the use of Theorem 2. Therefore, we leverage techniques from [32] that do not

require imposing a non-degeneracy assumption.

Corollary 2.4.3 (PAC Guarantees for iMDP Policies). Fiz 5 € (0,1), and as in [52,
Theorem 1], define u(N) =1, and for 55 < N let

L s
p(sy) =1— v/ —% (2.21)
N(s)
Support samples are those which define the intervals:
E :’{U € Z/{Ni
(s, a,8"), Tu(s,a)(s") < Ty(s,a)(s) V Tu(s,a)(s") > Ty(s,a)(s), (2.22)

Yv € UN}|,

i.e., those with at least one transition probability at an extremum of its interval.
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Then (with satisfaction relation defined in eq. (2.9)) we have

PN {]P’ {v cV: M| £ wa)} < u@)} >1- 6. (2.23)

D

2.4.1 Probabilistic Guarantees under a MaxMin Deterministic
Policy

Under a deterministic MaxMin policy, our problem is degenerate, since it may be
necessary to remove multiple constraints in order for another deterministic policy to
become optimal, we therefore leverage techniques from [32] for non-convex problems.
This approach requires solving a different equation for the risk, u(8%), which must
satisfy [32, Theorem 1]. One equation which satisfies these requirements is that in
eq. (2.21).

The easiest method for obtaining an upper bound on the size of the support set is
to consider the satisfaction probabilities for each deterministic policy in the worst-
case MDP M u*] for the optimal policy. If the satisfaction probability for a different
policy is greater than the worst-case, then there must exist at least one sample that
prevents us switching to that policy. As an upper bound, we may consider that
every such policy is “blocked” by a single unique sample:

Alternatively, to improve this bound, we first find the set of “blocked” policies as
above. Then, for each such policy, we find the samples which have an associated
satisfaction probability less than our optimal A\*. To calculate the smallest support
set, we then must find the smallest set such that at least one blocking sample for
every policy is contained within this set. This problem is known as the hitting set
problem and can be shown to be NP-hard. Alternatively, we may take a union of
all sets to again find an upper bound.

Note that both methods may be computationally expensive if there are many
possible deterministic policies.

We then have the following result that bounds the risk:
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Corollary 2.4.4 (PAC Guarantees for MaxMin Deterministic Policies). We make

use of eq. (2.21) to bound the risk. Bounds on the support constraints may be found

as
55 = {7 eI Pr(y | «P, M[u*]) > \*}, (2.24)

or
Y (rP) = {u € Uy: solﬁ(u;w) <NA so[f\f(u*;w) > N} (2.25)
Sy = ]}211/{111\7 |V| subject to: VﬂE*(WD) # @,vrP e 1P, (2.26)

the latter being less conservative, but significantly more computationally expensive.
Approzimate solutions to eq. (2.26) exist which may allow for a tradeoff between

computation and optimality.

Then we have that

P {p{vevi Mugrawf su) i@l z1-5 e

where the only non-determinism arises due to the uncertainty in the transition func-

tion.

2.5 Numerical Experiments

We implemented our techniques in Python and made use of the probabilistic model
checker Storm [60] to verify PCTL formulae on MDPS, and PRISM [73] for iMDPs.
Experiments were run on a server with 80 2.5 GHz CPUs and 125 GB of RAM. The

codebase is available at https://github.com/lukearcus/robust_ upMDP.

We evaluate our techniques on a number of benchmark models available in the

literature [98], as well as a few simpler examples, outlined below


https://github.com/lukearcus/robust_upMDP
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2.5.1 Model Descriptions
2.5.1.1 UAV Motion Planning

We use a model very similar to the UAV motion planning problem introduced in
[13] (with the addition of a discount factor). This model consists of a grid world in
which the UAV can decide to fly in either of the six cardinal directions (N, W, S, E,
up, down). States encode the position of the UAV, the current weather condition
(sunny, stormy), and the general wind direction in the valley. The probabilistic
outcomes are assumed to be determined only by the wind in the valley and the
control action. An action moves the UAV one cell in the corresponding direction,
and additionally, the wind moves the UAV one cell in the wind direction with a
probability p, (dependent on the wind speed). We assume that the weather and
wind-conditions change during the day and are described by a stochastic process.
Concretely, parameters describe how the weather affects the UAV in different zones
of the valley, and how the weather/wind may change during the day.

We make 3 different assumptions on the distribution over the parameters, and

call these “uniform”, “x-neg-bias” and “y-pos-bias”, they are defined as follows:

2.5.1.1.1 uniform a uniform distribution over the different weather conditions in

each zone;

2.5.1.1.2 x-neg-bias the probability for a weather condition inducing a wind di-
rection that pushes the UAV westbound (i.e., into the negative x-direction) is twice

as likely as in other directions;

2.5.1.1.3 y-pos-bias it is twice as likely to push the UAV northbound (i.e., into

the positive y-direction).

2.5.1.2 Benchmark Models

Wil

The benchmark models (“consensus”, “brp”, “sav”, “zeroconf”) are taken from [98].
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2.5.1.3 Toy Model

In order to compare all algorithms presented, we consider a very small toy model.
For this model, each state has two actions, the first which may take us to the next
state or the critical state, and the second which may jump us forward two states,
or take us to the critical state. We consider there being two non-absorbing states.
Then, the probability of an action being successful is a parameter for each state
action pair, with the remaining probability being assigned to us ending up in the
critical state. Our goal is simply to reach the final state without visiting the critical

state.

2.5.1.4 Model Sizes

Further details on model sizes are presented in table 2.1 (where bisimulations can
be used to reduce the model size we consider the reduced model). Recall that the
MNE algorithm requires iterating through all deterministic policies (on the order
of |A|l);, hence it should be clear why this algorithm scales so poorly, with the

smallest non-toy model having already on the order of 10% policies.

2.5.2 Results

We compare our subgradient algorithm (section 2.3.3) to existing techniques from
[13] (column 1) and an implementation of the synthesis based on iMDP, as in [72]
(column 2). Unless otherwise stated, we use a numerical tolerance of 107, a confi-
dence parameter of § = 107°, take N = 200 parameter samples, and allow 1 hour of
computation time. We provide numerical values for the optimal satisfaction prob-
ability A\*, the theoretical risk upper bound €, the runtimes, the empirical values of
the risk €, and the empirical values of the risk without access to the true parameter
set (if parameter access is needed to synthesise a policy, we draw a sample v; ~ P for
synthesis, but test on sample, vy ~ P). We highlight in grey cases where we discuss

next how the methodologies under comparison are compared/outperformed by our
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\#Pars #States  #Actions F#Transitions

consensus
(2,2) 2 153 2 332
(2,32) 2 2793 2 6 092
(4,2) 4 22 656 4 75 232
brp
(256,5) 2 21 032 2 29 750
(4096,5) 2 647 441 2 876 903
sav
(6,2,2) 2 379 4 1127
(100,10,10) 2 1 307 395 4 6 474 535
(6,2,2) 4 379 4 1127
(10,3,3) 4 1 850 4 6 561
zeroconf
(2) 2 88 858 4 203 550
(5) 2 494 930 4 1133 781
UAV
uniform 900 7642 6 56 H68
x-neg-bias 900 7642 6 56 568
y-pos-bias 900 7642 6 56 568
Toy Model 4 4 2 10

Table 2.1: Model Sizes.

proposed subgradient algorithm either in terms of the quality of their probabilistic
guarantees and/or the computational requirements, and use red text for empirical

values which violate a bound.

Our subgradient algorithm is less conservative than a naive iMDP solution, of-
fering non-trivial theoretical risk bounds (for the iMDP approach these bounds are
often equal to one), and superior satisfaction probabilities (the iMDP approach con-
siders the worst case probability for every transition). By superior, we mean either
higher or lower depending on the optimisation direction (maximisation or minimi-
sation, respectively, denoted by (max) and (min) in table 2.2). The approach in [13]
generally outperforms our methods in speed, risk bounds and satisfaction probabil-
ity. The difference on the theoretical risk bounds lies in the fact that our approach
involves solving a problem with a non-trivial number of support constraints, while

in [13] they have only one support constraint. As such, it offers tighter guarantees,
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[13] iMDP Solver Subgradient (algorithm 1) |
Model In- |S]-|A||Sat. Risk TimeEmp.EmpJSat. Risk TimeEmp.Emp]Sat. Risk Time Emp.Emp.
stance Prob.U.B. (s) Risk (no |Prob.U.B. (s) Risk (no [Prob.U.B. (s) Risk (no

A€ € pas)|\* i pars)|\* € €  pars)

COnSensus (2,2) 306 1.967 .056 1 .004 .008 |.967 1 3 .007 .008 |.967 .187 4 .009 .011
(min) (2,32) 5586 [.996 .056 136 .000 .014 |.996 1 76 .000 .000 |.996 .516 202 .002 .000

(4,2) 90 624 |- - TO - - 936 1 1887 .000 .000 |- - TO - -

brp (max)(256,5) 42 064 |- - TO - - 985 1 383 .001 .000 |.985 1 923 .000 .001
sav (6,2,2) 1516 |[.834 .056 4 015 112 1.923 1 9 .002 .004 |.884 .180 218 .013 .007
(min) (6,2,2) 1516 |[.700 .056 5 .000 .017 |.721 1 9 .017 .010 |.720 .187 76 .011 .017
(10,3,3) 7400 |.446 .056 51  .009 .120 |.524 1 50 .017 .015|.526 .147 109 .021 .018

UAV uniform 45 852 |.301 .056 978 .003 .749 |.065 1 238 .015 .013 |.195 .245 857193077 .089
(max) x-neg 45 852 |.198 .056 804 .002 .802 [.012 1 210 .000 .000 |.102 .440 58612.068 .071
y-pos 45 852 |.564 .056 811 .003 .755 |.050 1 196 .001 .001 |.444 .163 92440 .095 .101

Toy Model 8 2326 .056 .11 .008 .106 |.323 .155 1.47 .008 .094 |.325 .366 8.95 .003 .098
(max)

Table 2.2: Experimental Results; the results for the case of the MaxMin Solution
are discussed in the text. TO indicates timed-out.

however, these refer to an existential statement. To see this, note that [13] com-
pute a different policy per sample, and provide guarantees only on the existence of
a policy for a new sample. On the contrary, we construct a policy that is robust
with respect to all samples, and at the same time is accompanied by guarantees on
its feasibility properties for unseen samples. Moreover, [13] require access to true
parameters at runtime, and a non-trivial amount of online computation to solve the
MDP. Without this, their risk bounds may be violated (as seen in red).

Our mixed policy solution (section 2.3.2), timed out on all but the toy model, for
which the results are: Sat. Prob: .325, Risk U.B.: .147, runtime: 0.75s Emp. risk:
.003, Emp. risk (no pars): .101.

2.5.3 Subgradient Algorithm Behaviour

We provide two plots here which demonstrate convergent behaviour of our proposed
subgradient algorithm. The first, in fig. 2.1, is for a small test model where we
can use the MNE algorithm to find a true optimal mixed policy (and hence a true
optimal satisfaction probability). Here we can see that the distance to this optimal

decreases across iterations, and we get remarkably close to the true optimal value.

3For the UAV benchmark, we allowed up to 2 days of computation time.
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Figure 2.1: Distance from optimal satisfaction probability (found from MNE algo-
rithm) across iterations for small test model.

Note that we do not have a formal proof that a behavioural policy can reach this
theoretical optimum, so this quite a remarkable result since it demonstrates that
our algorithm does appear to converge to the true optimum.

Second, in fig. 2.2, we consider the UAV benchmark from table 2.2, with uniform
wind conditions, and compare the distance to the final satisfaction probability. In
this case, the probability once again appears to show convergent behaviour and the

distance is continually decreasing.

2.5.4 Runtimes

We have also considered how the various methods presented scale with both the
number of sampled parameters, and the size of the MDP. In fig. 2.3, we see how
the number of samples N affects the runtime, evidently the work of [13] scales
approximately linearly (since they solve each sampled MDP). The deterministic
solver based on the MaxMin game and an MNE solver making use of fictitious self
play to approximately solve for the equilibrium, clearly scale linearly, since they

both must iterate through all samples to construct a reward matrix, but further
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1071 .

Distance from final satisfaction probability

0 25 50 75 100 125 150 175
Iteration

Figure 2.2: Distance from final satisfaction probability across iterations for UAV
model with uniform wind.

computation is largely negligible. The solution based on iMDPs appears almost
constant with respect to sample size, since we only need to find the maximum
and minimum probabilities from amongst the samples this is roughly as expected
(in fact we should expect linear scaling, but solving the iMDP takes longer and is
independent of the sample size). Finally, for the subgradient and MNE solver using
a PNS algorithm the results are more difficult to interpret, but may also be linear,

as may be expected.

In fig. 2.4, we consider how the size of the MDP affects the runtimes of our var-
ious algorithms. The algorithms which require calculating a reward matrix scale
approximately exponentially in the MDP size, and quickly start reaching computa-
tion limits. The other algorithms (ignoring some spurious initial behaviour), seem
to scale roughly linearly with MDP size. For our subgradient algorithm this is as
expected, since for each iteration we update every state-action pair individually. For
the other algorithms, this is likely related to the model checker used to solve the

models.
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Runtime vs Sample Size
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Figure 2.3: Runtime against number of samples.
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Sat. Prob. Risk U.B.  Time (s) Emp. Risk Emp. (no

A* € € pars)

[13] 338 .056 .07 018 115

iMDP Solver 329 155 1.39 .015 107

MNE Algorithm 333 .109 4.51 .043 121

Subgradient 332 285 26.12 .022 115

Algorithm

Deterministic 329 105 0.28 012 105

MaxMin Policy

Table 2.3: Results on Toy Model, with Deterministic Policies.

2.5.5 Results for Deterministic Policies

As is the case for our MNE algorithm, finding deterministic policies requires iterating
through all possible deterministic policies. As such, we only have experimental
results for our small toy model, we recall the results for our algorithms on this

model, and provide results for the deterministic policy in table 2.3.

2.6 Concluding Remarks and Future Directions

We presented a novel method for learning a single robust policy for upMDPs, provid-
ing PAC guarantees on satisfaction of PCTL formulae. We have considered several
policy classes, and provided guarantees for each. Our experiments demonstrate the
efficacy of our methods on a number of benchmarks, and provide comparisons to
previous methods.

One avenue for future work is discarding constraints [28]. Relatedly, improving the
runtimes of our algorithms (perhaps at the cost of guarantees) is of interest. Finally,
we leave a full technical analysis of the convergence of our subgradient method to
later work. In particular, the subgradient we employ is not a true subgradient due
to the approximation of 1, (s) and Q" (s, a) being independent of 7# (which is not
the case for trajectories which revisit a given state). We theorise that this should
still constitute a descent direction, since improving the policy for the current state,

assuming the future policy is fixed, should lead to at least the same increase if that
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policy is employed upon revisiting the state. This analysis is made more complex
by the non-convexity of the loss landscape which may only offer nice qualities in a
subset of models. However, the subgradient algorithm is well-studied in the convex
case and our empirical results demonstrate the algorithm does converge. Hence, an
investigation of the conditions under which it does converge (and indeed if it can be

shown to do so in the general case) are of significant interest.



3 Continuous State Verification for

Discrete Time Systems

3.1 Introduction

Dynamical systems offer a rich class of models for describing the behaviour of diverse,
complex systems [61]. It is often of importance that these systems meet certain
properties, for example, stability, safety or reachability requirements [46, 65, 85, 96].
Verifying the satisfaction of these properties, also termed as specifications, is a
challenging, but important, problem.

One research direction involves discretising the state space [5, 15, 104], in order to
construct a finite model with guarantees generated using probabilistic or statistical
model checkers [13, 101].

These finite model techniques often scale very poorly with the dimension of the
problem, as this discretisation suffers from the “curse of dimensionality”, with the
number of finite states growing exponentially in the dimension of the continuous
space. By avoiding this discretisation, we do not suffer from this problem, and
hence (in general) achieve better scaling to high-dimensional systems. However, the
computational complexity of our certificate-based approach can vary significantly
depending on the behaviour of the system, and the property we wish to verify,
whereas finite model techniques do not suffer from this variation due to the ease of

model checking in finite models.
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Table 3.1: Classification of Certificate Synthesis Approaches
* Theorem 3.3.1, and Algorithms 2 & 3, follow a non-convex scenario
approach methodology, that does not require knowledge of the Lipschitz
constant of the dynamics, and offer probabilistic verification bounds that
do not necessarily scale exponentially in the state space dimension as

with [85, 106].
Model-Based  Synthesis
& Guarantees

Data-Driven Synthesis &
Model-Based Guarantees

Data-Driven Synthesis &
Guarantees

Sum of Squares Pro-

gramming [89]

Counter-Example
Guided Inductive Syn-

Neural Network Tech-
niques [9, 113]

thesis [3, 34, 42, 46]

MPC + Reachability | Neural Hamilton-Jacobi | Convex Scenario Optimi-

analysis [4, 100] Reachability Analy- | sation [85, 106]

sis [110, 121]
SAT-modulo-theory Neural Certificates for | Theorem 3.3.1, Algo-
synthesis[6] Safety [66] rithms 2 & 3*

Depending on the exact finite model employed, and the technique to verify it,
different guarantees are available in the finite model setting. In Chapter 2, we
considered applying the so-called scenario approach to a finite MDP, thus we achieve
guarantees that are of a similar nature to the ones contained in this chapter. Since
the strength of these guarantees depends on the “complexity” of the problem the
strength is likely to be similar between the two approaches. However, the finite
model guarantees suffer in that they are applicable only to the abstraction which

may itself only be probably approximately correct with respect to the true system,

introducing an additional layer of approximation.

Hence, these two approaches offer different strengths. In general, we hypothesise
that the certificate-based methods may provide conceptually simpler, and less con-
servative, guarantees while also avoiding an exponential increase in computational
complexity associated with state-space discretisation. However, for low dimensional
models with particularly challenging behaviour, the use of a finite model may pro-
vide benefits in computational complexity. Finally, the methods in Chapter 2 deal
also with policy synthesis, which is much more difficult for continuous state models,

and we therefore postpone controller synthesis to Chapter 5.
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An alternative approach to verify properties of dynamical systems that does not
require discretising the state space, is through the use of certificates [5, 8, 94]. The
goal is to determine a function over the system’s state space that exhibits certain
properties. A well-investigated example of such certificate is that of a Lyapunov
function, used to verify that dynamics satisfy some stability property [77]. Here we
consider constructing reachability, safety, and reach-while-avoid (RWA) certificates
for discrete time systems. Overviews of techniques for certificate learning can be

found in [5, 44]; Table 3.1 summarises the related literature, which we discuss below.

One approach to certificate synthesis considers verifying the behaviour of systems
assuming that a model of the underlying dynamical system is known. Restricting
the class of models to polynomial functions, certificates can be obtained by solving a
convex sum-of-squares problem [89]. More generally, synthesis approaches leveraging
SAT-modulo-theories can alternatively be leveraged [6, 44]. Availability of a model
also allows for the co-design of a controller that meets certain specifications, such
as safety and reachability [4, 100], using tools based on Model Predictive Control

(MPC), or on reachability analysis.

The inclusion of the model’s knowledge in the synthesis procedure restricts the
complexity of the models that may be studied. To alleviate this requirement, data-
driven techniques, such as counter-example guided inductive synthesis (CEGIS) [3,
34, 42, 46] are able to synthesise certificates for general non-linear systems. This is
achieved via the use of neural networks as certificate templates, thus allowing for the
approximation of any function within a certain function space [63]. Neural networks
have also been explored as a tool in [110, 121] for guaranteeing reachability, and

in [66] in the context of safety analysis.

Such approaches involve data-driven synthesis, however, they still require a model
of the system when it comes to providing guarantees on the synthesised certificates.
Obtaining a model of the system is in general difficult, as it requires domain-specific

knowledge. To alleviate these issues, in this work we follow a data-driven route
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that is model-free as far both the certificate synthesis and guarantee process is con-
cerned. One way to achieve this involves generating new validation samples [113].
An alternative approach which is also the one most closely related to our formula-
tion, involves probabilistic property satisfaction, using a convex design to allow for
the application of results on scenario optimisation [85, 106], and employing neural
networks [9, 113]. However, these developments rely on the system dynamics being
Lipschitz continuous and for the Lipschitz constant to be known (or a bound on this
to be available). Moreover, the probabilistic guarantees provided exhibit an expo-
nential growth with respect to the system dimension. Both issues are not present

within our proposed approach.

In this work, we follow a scenario approach paradigm as in [85, 106], however, we
exploit some different statistical learning theoretic developments in scenario opti-
misation. This allows us to remove the requirements for convexity and knowledge
of the Lipschitz constant of the dynamics, and establish probabilistic verification
bounds that do not necessarily scale exponentially on the state dimension, but their
complexity rather depends on the complexity of the underlying property verification
task. In particular, we use any parameterised function approximator as certificate
template, and learn these parameters using a finite number of system trajectories
treated as samples. We formulate the certificate synthesis problem as a (possi-
bly) non-convex optimisation program, that involves minimising an appropriately
designed loss function, whose minimum value implies that a given property is sat-
isfied. To minimise that loss function we also design a subgradient descent style
procedure [22]. We accompany the synthesised certificate with probably approxi-
mately correct (PAC) guarantees on its validity, and hence on the probability of of
satisfying the underlying property, when it comes to a new system trajectory. It
is to be noted that such a procedure does not require using a separate data-set for
validation. To establish such PAC guarantees, we make use of bounds on the change

of a quantity termed compression set (namely, a subset of the data which would re-
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turn the same result as the entire set) [30, 50, 79], through recent advancements of
the so-called scenario approach [26, 27, 29, 32, 53]. In particular, we are inspired by
the novel theoretical pick-to-learn framework [88], which provides a meta-algorithm
for calculating a compression set with favourable properties. Here we extend the
scope of the pick-to-learn framework by providing a constructive instance of the
general framework to compute the cardinality of compression sets for non-convex
optimisation.

Our main contributions can be summarised as follows:

1. We develop a novel methodology for the synthesis of certificates to verify
a wide class of properties, namely, reachability, safety and reach-while-avoid
specifications, of discrete time dynamical systems. Our results complement the
ones in [13] which are concerned with direct property verification and do not
construct certificates. Our framework constitutes a first step towards control

synthesis exploiting the constructed certificates.

2. Capitalising on developments on scenario optimisation using the notion of com-
pression, we accompany the constructed certificates with probabilistic guar-
antees on their generalisation properties, namely, on how likely it is that the
certificate remains valid when it comes to a new system trajectory. We con-
trast our approach with [85] and discuss the relative merits of each, both

theoretically (Section 3.5) and numerically (Section 3.6).

3. As a byproduct of our certificate construction algorithm, we provide a novel
mechanism to compute the compression set, which is instrumental in obtaining
meaningful probabilistic guarantees. This results in a posteriori bounds which,
however, scale favorably with respect to the system dimension. This process is
novel per se and provides a constructive approach for the general compression
set calculation in [88], opening the road for its use in general non-convex

optimisation problems.



44 3 Continuous State Verification for Discrete Time Systems

3.2 Certificates

We consider a family of certificates that allow us to make statements on the be-
haviour of a dynamical system. Hence, we begin by defining a dynamical system,

before considering the certificates and properties they verify.

3.2.1 Discrete Time Dynamical Systems

We consider a bounded state space X C R", and a dynamical system whose evolution
starts at an initial state x(0) € X, where X; C X denotes the set of all possible
initial conditions. From an initial state, we can uncover a finite trajectory, i.e., a

sequence of states & = {z(k)}]_,, where T € N, by following the dynamics

ok +1) = f(z(k)). (3.1)

We define f: X — R", and assume it to permit unique solutions, but make no further
assumptions on its properties. The set of all possible trajectories = C X;x X7 is then
the set of all trajectories starting from the initial set X;. This set-up considers only
deterministic systems, but our methods are applicable to systems with stochastic
dynamics - we discuss this in further detail in Section 3.3.1. Our general form
of dynamical system allows for verifying systems with controllers “in the loop”:
for instance, our techniques allow us to verify the behaviour of a system with a
predefined control law structure, such as Model Predictive Control [54].

In Section 3.3, we discuss using a finite set of trajectories in order to provide
generalisation guarantees for future trajectories. Our techniques only require a finite
number of samples, and are theoretically not restricted on the properties of such
samples (for instance, we may have a finite number of samples each with an infinitely
long time horizon). However, we discuss in Section 3.4 how one can synthesise a
certificate in practice, and our algorithms are required to store, and perform some

calculations on, these trajectories (which is not practically possible for T' taken to
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infinity, or continuous time trajectories). In Chapter 4 we discuss how to modify
our algorithm to allow for verification of continuous time trajectories, using a time-

discretised approximation for computations.

In order to verify the satisfaction of a property ¢, we consider the problem of

finding a certificate as follows.

Definition 3.2.1 (Property Verification & Certificates). Given a property ¢(£), and

a function V: R™ — R, let ¢* and 9>(€) be conditions such that, if

[BV: (VEYAVEEDV EUAE)] = 6(6),VE € E,

then the property ¢ is verified for all & € =. We then say that such a function V' is

a certificate for the property encoded by ¢.

In words, the implication of Definition 3.2.1 is that if a certificate V' satisfies the
trajectory-independent conditions in 1°, as well as the trajectory-dependent condi-
tions in Y2 (€), for all £ € Z, then the property ¢(£) is satisfied for all trajectories

¢e=.

3.2.2 Certificates

We now provide a concrete definition for a number of these properties, and associated
certificates (and certificate conditions) that meet the format of Definition 3.2.1. We
assume that V' is continuous, so that when considering the supremum/infimum of

V over a bounded set, this is well-defined.

Property 1 (Reachability). Consider (3.1), and let X¢, X1 C X denote a goal and
initial set, respectively. Assume further that Xq is compact and 0Xg denotes its

boundary. If, for all € € =,

Greacn(§) := Tk € {0,...,T}: z(k) € Xg, (3.2)
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holds, then we say that ¢reach €ncodes a reachability property. = denotes the set of

trajectories consistent with (3.1) and with initial states contained within X;.

By the definition of ¢,eacn it follows that verifying that a system exhibits the
reachability property is equivalent to verifying that all trajectories generated from
the initial set enter the goal within at most 7' time steps. To verify this property,
we consider a certificate that must satisfy a number of conditions. These conditions

are summarised next. Fix 0 > —inf,cx, V() > 0. We then have

V(z) <0, Vo € X, (3.3)
V(z) > -6, Vo € X, (3.4)
V(z) > -6, Vo € X \ Xg, (3.5)
V(z) >0, Vo € RV \ X, (3.6)
V(x(k+1)) = V(z(k)) (3.7)

1
< ——(sup V(:c)—l—é), k=0,...,kg—1,
T reXs

where kg := min{k € {0,...,T}: V(x(k)) < =0}, or kg = T, if there is no such
k. Conditions (3.4)-(3.6) allow characterising different parts of the state space by
means of specific level sets of V. In particular, we require V' to be non-positive
within the initial set X; (3.3) and positive outside the domain (3.6) (to ensure we
do not leave the domain, where (3.7) may not hold), while V' should be no more
negative than a pre-specified level —§ < 0 in the rest of the domain X (3.5), and
the sublevel set V' less than —§ should be contained within the goal set X (3.4).
Conditions (3.4)-(3.5) provide a bound on the value of our function which we must

reach within the time horizon.

The condition in (3.7) is a decrease condition (its right-hand side is negative due
to the choice of ¢), that implies V' is decreasing along system trajectories till the
first time the goal set is reached (by the definition of the time instance kg). If T' is

allowed to tend to infinity (i.e. an infinite time horizon), the difference condition in
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(3.7) is reduced to a negativity requirement, as is standard in the literature [46]. To

gain some intuition on (3.7), see that if kg = T, its recursive application leads to

V(z(T)) < V(z(0)) — T%( sup V(x) +6) < 3, (3.9)

rzeXy

where the inequality holds since V(z(0)) < sup,cx, V(x). Therefore, if the system
starts within X7, then it reaches the goal set (see (3.4)) in at most 1" steps.

A graphical representation of these conditions is provided in Figure 3.1. The inner
sublevel set (with dashed line) is the set obtained when the certificate value is less
than —¢, whilst the outer one is the set obtained when the certificate is less than
0. The decrease condition then means that we do not leave the larger sublevel set

without entering the smaller sublevel set.

<3 Domam

Figure 3.1: Pictorial illustration of the level sets associated with the reach certificate
for the system in (3.44).

Now introduce 9%, to encode conditions (3.3)-(3.6), while 1%, (£) captures
(3.7). Notice that the latter depends on & as it is enforced on consecutive states
z(k) and x(k + 1) along a trajectory.

With this in place, we can now define our first certificate.

Proposition 1 (Reachability Certificate). A function V: R" — R is a reachability
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certificate if

4 ): ¢feach A (Vf S E)V ): ¢éaeh(€)‘ (39)

In words, Proposition 1 implies that a function V' is a reachability certificate if it
satisfies (3.3)-(3.6), and (3.7) for all trajectories generated by our dynamics. The
proof is based on (3.8); provided formally below.

Proof Fix 0 > —sup,y, V(z) > 0, and recall that k¢ = min{k € {0,...,T}: V(z(k)) <

—d6}. Consider then the difference condition in (3.7), namely,

V(z(k+1)) —V(z(k))

1 (3.10)
—— E=0,....,kg—1
< T(;;)RV(x)Jré), 0,..., ke — 1,
By recursive application of this inequality k < kg times,
k
Vi(k) < V(@(0) - = ( sup V() +9)
T reXT
T—k k k
< sup V(x) — Td < _Td <0, (3.11)

reXy

where the second inequality holds true since V(z(0)) < sup,cx, V(z), as 2(0) € X;.
The third one holds true since sup,cx, V(z) < 0 as by (3.3), V(z) < 0, for all
x € X, and k < kg < T, while the last inequality holds true since 6 > 0.

By (3.11) we then have that for all k¥ < kg, V(2z(k)) < 0, which implies that z(k)
does not leave X for all k& < k¢ (see (3.5)), while by the definition of kg, z(ke) € Xg.
Notice that if kg = T, then (3.11) (besides implying that z(k) € X for all £ < T'),
also leads to V(z(T")) < —6, which means that 2(T") € X¢ after T time steps (see
(3.4)), which captures the latest time the goal set is reached.

Therefore, all trajectories that start within X; reach the goal set X4 in at most
T steps, without escaping X till then, thus concluding the proof. [ |

We now consider a safety property, which is in some sense dual to reachability.

Property 2 (Safety). Consider (3.1), and let X;, Xy C X with X;N Xy = @ denote
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an initial and an unsafe set, respectively. If for all £ € =,

Osafe(§) ' =Vk € {0,..., T} x(k) ¢ Xy,

holds, then we say that ¢gare encodes a safety property. = denotes the set of trajec-

tories consistent with (3.1) and with initial state contained within X;.

By the definition of ¢gate, it follows that verifying that a system exhibits the safety
property is equivalent to checking that all trajectories emanating from the initial
set avoid the unsafe set for all time instances, until horizon T'. The safety property

may be constructed for unbounded X.

We now define relevant sufficient conditions for a certificate to verify this property,

namely,

V(z) <0,Vz € Xy, (3.12)
V(z) > 0,Vx € Xy, (3.13)
V(z(k+1)) —V(z(k)) (3.14)

1/,
<f( inf V(z) — sup V(x)), k=0,....,T -1

reXy zeXy

Notice that even if infyex, V(2) —sup,cx, V(2) > 0, i.e., in the case where the last
condition encodes an increase of V' along the system trajectories, the system still
avoids entering the unsafe set. In particular,

V(@(T)) < V(@) + _inf V(z) - sup V(z))

zeXy r€X]

< inf V(z), (3.15)

- Z‘GXU

where the inequality holds since V(x(0)) < sup,cy, V(). Therefore, by (3.13),
the resulting inequality implies that even if the system starts at the least negative

state within X7, it will still remain safe. Since we consider finite horizon properties,
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this increase allows us to be less conservative compared with a simple negativity

condition, which would be recovered if we allow T to tend to infinity.

We denote by 92 ;. the conjunction of (3.12) and (3.13), and by 92, (£) the prop-

safe

erty in (3.14). We then have the following safety/barrier certificate.

Proposition 2 (Safety /Barrier Certificate). A function V: R™ — R is a safety/barrier

certificate if

14 ): wgafe A (Vf € E’)V ): wsﬁfe(&)' (316)

Proof Consider the condition in (3.14), namely,

V(z(k+1)) —V(z(k))

1 (3.17)

< T({ﬁler}}“UV(x) —xseu)l(DIV(a:)>, k=0,...,7—1.
By recursive application of this inequality for £ < T times, we obtain
V(z(k)) < V(x(0)) + ﬁ( inf V(z) - su V(x))
T :EGXU xG)I()[

T—k k
< ko
<~ sw V() + 7 inf V(o)

k
< — 1 < i . .
< xler}(fU Vi(z) < acle%(fu V(z) (3.18)

where the second inequality holds true since V' (z(0)) < sup,cyx, V(2), as 2(0) € Xr.
The third inequality holds true since sup,cy, V(z) < 0 as by (3.12), V(x) < 0 for
all z € X; and k < T. The last inequality holds true since inf,cx, V(x) > 0, as by

(3.13) V(z) > 0 for all z € Xy, and k < T. We thus have

V(z(k)) < inf V(x), k=1,...,T. (3.19)

LL’EXU

and hence z(k) ¢ Xy, k=0,...,T (notice that (0) ¢ Xy holds since X;NXy = @).
The latter implies that all trajectories that start in X; avoid entering the unsafe set

Xy, thus concluding the proof. [ |
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Combining reachability and safety leads to richer properties. One of these is

defined next.

Property 3 (Reach-While-Avoid (RWA)). Consi-
der (3.1), and let X1, Xy, X¢ C X with (X; U Xg) N Xy = & denote an initial set,
an unsafe set, and a goal set, respectively. Assume further that Xg is compact and

denote by 0X¢ its boundary. If for all £ € Z,

(bRWA(g) =Vk € {O, o ,T},;U(/{Z) ¢ XU U X¢

A3Jke{0,...,T} x(k) € Xg,

holds, then we say that ¢rwa encodes a RWA property. = denotes the set of trajec-

tories consistent with (3.1) and with initial state contained within X;.

By the definition of ¢rwa, it follows that verifying that a system exhibits the RWA
property is equivalent to verifying that all trajectories emanating from the initial
set X7 avoid entering the unsafe set Xy (and the set complement of the domain X),

and also eventually enter the goal set Xg.

The RWA property is derived from the reachability and safety properties, thus

the conditions 1w, are the conjunction of 12, and 2, and ¥iya(€) is given

A
reach

by the conjunction of %, 4 (&) with the following requirement:

V(zk+1)) = Viz(k)) (3.20)
< % ( inf V(x)+5), k=ka, ..., T—1,

Z‘GXU

Proposition 3 (RWA Certificate). A function V :
R™ — R is a RWA certificate if

V E Yhwa A (V€ € E)V = Yial€)- (3.21)

Proof Since we must satisy ©;each, Wwe can conclude that, following Proposition 1,
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state trajectories emanating from X; will reach the goal set X in at most T time
steps.

By (3.13) we have that V(z) > 0, for all + €y while by (3.3) we have that
V(z) <0, for all # € X;. Therefore, sup,cx, V(z) < 0 < infeex, V(2). At the
same time by our choice for § we have that § > —sup,cy, V(). Combining these,

we infer that § > —inf,cx, V(x). Thus, (3.7) implies that for all k = 0,... kg — 1,

—l( sup V' (x) + 5)

< %(xler}(f[] V(z) — 5611)1() V(:c)) (3.22)
Therefore,
V(z(k+1)) —V(z(k)) (3.23)

<l( inf V(z) — sup V(ac)),k‘:(),...,kg—l.

CCEXU $€XI

Note that this is identical to the difference condition for our safety property, and
hence following the same arguments with the proof of Proposition 2, we can infer
that state trajectories emanating from X; will never pass through the unsafe set Xy

until time & = kg.

Moreover, by (3.20), we have that

V(z(k+1)) = V(x(k))
) (3.24)
< f( inf V(:c)+5), k=kg, ... T—1.

reXy

Note that this is also a difference condition identical to that for our safety property,
but with ¢ in place of sup,c x, V() (since we know that V' (z(kg)) < —0 by definition
of k). Hence, we have a safety condition for all trajectories emanating from this
sublevel set. We know that trajectories reach this sublevel set, and hence remain

safe for k = kg, ..., T.
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Therefore, we have shown that starting at X; trajectories reach X¢ in at most T’

time steps, while they never pass through Xy, thus concluding the proof. [ |

We provide a graphical representation of the properties in Figure 3.2.

————

(c) RWA

(a) Reachability (b) Safety

Figure 3.2: Pictorial illustration of (a) reachability, (b) safety, and (c) RWA proper-
ties, respectively. Black lines illustrate sample trajectories that satisfy

the associated properties.

To synthesise one of these deterministic certificates, we require complete knowl-
edge of the behaviour f of the dynamical system, to allow us to reason about the

space of trajectories =. This may be impractical, and we therefore consider learning

a certificate in a data-driven manner.

3.3 Data-Driven Certificates

We denote by (X;, F,P) a probability space, where F is a o-algebra and P: F —

[0, 1] is a probability measure on the set of initial states X;. Then, the initial state

of the system is randomly distributed according to IP.
To obtain our sample set, we consider N initial conditions, sampled from P,

namely {z'(0)}Y, ~ PV, where we assume that all samples are independent and

identically distributed (i.i.d.). Initializing the dynamics from each of these initial
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states, we unravel a set of trajectories {7} . Since there is no stochasticity in the
dynamics, we can equivalently say that trajectories (generated from the random ini-
tial conditions) are distributed according to the same probabilistic law; hence, with
a slight abuse of notation, we write £ ~ P. In the case of a stochastic dynamical
system, the vector field would depend on some additional disturbance vector; our
subsequent analysis will remain valid with P being replaced by the probability dis-
tribution that captures both the randomness of the initial state and the distribution
of the disturbance. Hence our guarantees are directly applicable to systems with
stochastic noise affecting the dynamics, since we only require a distribution over
the trajectories to exist (and satisfy the following mild assumption). We focus on
deterministic systems with uncertain initial states solely for the improved clarity of

presentation. We impose the following mild assumption.

Assumption 3.3.1 (Non-concentrated Mass). Assume that P{¢} =0, for any £ € Z.

3.3.1 Problem Statement

Since we are now dealing with a sample-based problem, we will be constructing prob-
abilistic certificates and hence probabilistic guarantees on the satisfaction of a given
property. We will present our results for a generic property ¢ € {dreach, Psafe, PRWA }
and associated certificate conditions 1, 2.

Denote by Vv a certificate of property ¢, we introduce the subscript N to empha-

sise that this certificate is constructed on the basis of sampled trajectories {€}Y ;.

Problem 2 (Probabilistic Property Guarantee). Consider N sampled trajectories,
and fix a confidence level § € (0,1). We seek a property violation level, or “risk”,

€ € (0,1) such that

PY{{¢'}L, € =7

P{E€Z: (€} S ef 214 (3.25)
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We achieve this by considering a bound on the probability of a new trajectory
satisfying our certificate conditions. Addressing this problem allows us to provide
guarantees even if part of the initial set does not satisfy our specification. Our state-
ment is in the realm of probably approximately correct (PAC) learning: the proba-
bility of sampling a new trajectory & ~ P failing to satisfy our certificate condition
is itself a random quantity depending on the samples {£'}% ) and encompasses the
generalization properties of a learned certificate Viy. It is thus distributed according
to the joint probability measure PV, hence our results hold with some confidence
(1=5).

Providing a solution to Problem 2 is equivalent to determining an e € (0, 1), such
that with confidence at least 1 — 3, the probability that Vjy does not satisfy the
condition 1* A 2 (€) for another sampled trajectory & € Z is at most equal to that
€. As such, with a certain confidence, a certificate Viy trained on the basis of N
sampled trajectories, will remain a valid certificate with probability at least 1 — e.
Therefore, we can argue that Vi is a probabilistic certificate, and hence the property

holds (at least) with the same probability.

3.3.2 Probabilistic Guarantees

We now provide a solution to Problem 2. To this end, we refer to a mapping A such
that Vy = A({¢}Y,) as an algorithm that, based on N samples, returns a certificate
V. Our main result will apply to a generic algorithm that exhibits certain prop-
erties outlined as assumptions below. In Section 3.4 we provide a specific synthesis
procedure through which A (and hence the certificate Vi) can be constructed, and

show that this algorithm satisfies the considered properties.
The following definition constitutes the backbone of our analysis.

Definition 3.3.1 (Compression Set). Fiz any {£'}Y,, and let Cxy C {E}Y, be a

subset of the samples with cardinality Cx = |Cn| < N. Define Vo, = A(Cy). We
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gl —>
—

o A Vv = Veu A |[«<—Cy
—>

N —>

Figure 3.3: Pictorial illustration of the compression set notion of Definition 3.3.1.

say that Cy is a compression of {1}, for algorithm A, if

Vo = A(Cy) = A{€'}HL) = Vi (3.26)

Notice the slight abuse of notation, as the argument of A might be a set of different
cardinality; in the following, its domain will always be clear from the context.

Figure 3.3 illustrates Definition 3.3.1 pictorially. It should be noted that com-
pression set cardinalities may be bounded a priori [27], that is, without knowledge
of the sample-set, or obtained a posteriori, and hence depending on the given set
{€1, [29]. We could take a compression set as the entire sample set, resulting in
a trivial property violation upper bound of 1. However, it is of benefit to determine
a compression set with small (ideally minimal) cardinality, as the smaller Cy is,
the smaller risk we can guarantee. In this chapter we are particularly interested
in a posteriori results, since we solve a non-convex problem we cannot in general
provide a non-trivial bound to the cardinality of the compression set a priori [32].
Therefore, we introduce the subscript N in our notation for Cy (set) and Cy (corr.
cardinality), respectively.

The properties this algorithm .4 must satisfy are as follows (adapted from [30]).

Assumption 3.3.2 (Properties of A). Assume that algorithm A exhibits the following

properties:

1. Preference: For any pair of multisets C; and Cy of elements of {E}N.,, with
C1 C Cy, if C1 does not constitute a compression set of Co for algorithm A,

then Cy will not constitute a compression set of Co U{&} for any € € =.

2. Non-associativity: Let {§Z}£J{N for some N > 1. If C constitutes a com-
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pression set of {&}N, U {€} for all € € {& fV:J]rV]le for algorithm A, then C

constitutes a compression set of {{Z}fV:J{N (up to a measure-zero set).

If these are satisfied we may use the theorem below to provide probabilistic guar-

antees on property satisfaction.

Theorem 3.3.1 (Probabilistic Guarantees). Consider any algorithm A satisfying
Assumption 3.3.2 such that Vy = A{&N)) B AL, w2 (€) A *, with trajecto-
ries {E'YN., generated in an i.i.d. manner from a distribution satisfying Assump-
tion 3.3.1. Fix § € (0,1), and for k < N, let (k, 3, N) be the (unique) solution to

the polynomial equation in the interval [k/N,1]

ﬁ AN (m)
+o= Y 1N =1, (3.27)
while for k = N let e(N, 3, N) = 1. We then have that

PV{{}Y, e EV: (3.28)

P{{ € Z: —¢(¢)} <e(Cn,B,N)} >1— 6.

Proof Fix 8 € (0,1), and for each {¢'}Y | let Cy be a compression set for al-
gorithm A. Moreover, note that letting Viy = A({£}Y,) we construct a mapping
from samples {¢}Y | to a decision, namely, Vi, while we impose as an assumption

that this mapping satisfies the conditions of Assumption 3.3.2.

We first demonstrate that if the certificate conditions are not satisfied on a new

sample, then there will be a change in the compression set when the algorithm is
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fed all samples plus the new violating sample, as follows

{¢ €2 Vy JE ¢ AR (9))}
C{¢e=: Vy # A, u{eh}
= {€ € Z: A(Cy) # A(C)}

C{ceE:Cy £}, (3.29)

I

I

where C}; denotes a compression set for algorithm A when fed with {}¥,U{¢}. The
first inclusion is since for any ¢ € = for which Vy no longer satisfies the certificate
condition (1* A 2(€)), we must have that the certificate changes, i.e., A({¢ Y, U
{&}) (the output of our algorithm when fed with one more sample) is different from
Vn. The opposite statement does not always hold, as having a different certificate
does not necessarily mean the old one violates an existing condition for a new £ € =.
The equality holds as Vy = A(Cx), and A({E}X, U{£}) = A(CY), by definition of
a compression set. Finally, the last inclusion stands since any & € = for which
A(Cy) # A(C}), should be such that C}; # Cy. The opposite direction does not
always hold, as if Cf; D Cy then we get another compression set of higher cardinality,

and hence we may still have A(Cy) = A(C};).

This derivation establishes the fact that the probability of Vy violating the prop-
erty when it comes to a new &, is bounded by the probability that the compression

set changes, i.e., we have that

P{¢ € Z: Viy = ¢° A2 (6))}
<P{{ €Z: Cy #CF). (3.30)

We can now make use of [30, Theorem 7|, which implies that with confidence at

least 1 — (3, the probability that for a new £ € = the compression set changes, is at
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most (Cy, B, N), i.e.,
P{SEEZC;#CN}SS(CN,ﬂ,N), (331)

where the expression ofe(k, 5, N) for different values of k is given in (3.27). By
(3.30) and (3.31), we have that

PY{{¢'}, e =Y

P{¢ € Z: Vi 9" A2 (€))} < e(Cn. B, N)} 21— 5.

By the implication in Definition 3.2.1, (3.28) follows, thus concluding the proof. W

The following remarks are in order.

1. Notice that Theorem (3.3.1) involves evaluating e(k, 5, N) at k = Cy, i.e., at
the cardinality of the compression set. Due to the dependency of € on the
samples (via Cy), the proposed probabilistic bound is a posteriori as it is
adapted to the samples we “see”. As a result, this is often less conservative

compared to a prior: counterparts.

2. For cases where algorithm A takes the form of an optimization program that is
convex with respect to the parameter vector, determining non-trivial bounds
on the cardinality of compression sets is possible [27, 79], as this is related to
the notion of support constraints in convex analysis. However, determining
compression sets of low cardinality (necessary for small risk bounds) becomes
a non-trivial task if A involves a non-convex optimization program and/or is
iterative (as Algorithm 2). This is since, in a non-convex setting, samples that
give rise to inactive constraints may still belong to a compression set, as they

may affect the optimal parameter implicitly.

3. An alternative procedure is to use sampled trajectories and to check directly

whether a property is satisfied for them (by checking the property definition,
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rather than using the associated certificate’s conditions). This is a valid alter-
native but has the drawback of not providing a certificate Vi, simply providing
an answer as far as the property satisfaction is concerned. This direction is
pursued in [13]; we review this result and compare with our approach in Sec-
tion 3.5.1. Note that having a certificate is interesting per se, and opens the

road for control synthesis, which we aim to pursue in future work.

3.4 Certificate Synthesis

In this section, we propose mechanisms to synthesise a certificate from sampled
trajectories, thus offering a constructive approach for algorithm A in Theorem 3.3.1.

We treat a certificate as an appropriately parameterised “template” (e.g., neural
network), and denote the parameter vector by 6. We then have that our certificate
Vi depends on 6, which is a vector we seek to identify to instantiate our certificate.
For the results of this section, we simply write Vjy and drop the dependency on N

to ease notation.

3.4.1 Certificate and Compression Set Computation

We provide an algorithm that seeks to determine an optimal certificate parameter-
ization 6*, resulting in a certificate Vy«. To this end, for a £ € = and parameter

vector 6, let

L(6,€) =12(6,€) +1%(9), (3.32)

represent an associated loss function consisting of a sample-dependent loss /%, and a
sample-independent loss [°. Without loss of generality, we assume that we can drive
the sample-independent loss to be zero (see further discussions later). We impose

the next mild assumption, needed to prove termination of our algorithm.

Assumption 3.4.1 (Minimisers’ Existence). For any {£}Y,, and any non-empty

D C {&}N,, the set of minimisers of maxeep L(6,€), is non-empty.



3.4 Certificate Synthesis 61

Algorithm 2 Certificate Synthesis and Compression Set Computation

10:
11:

12:
13:
14:

15:

16:
17:

18:
19:
20:

21:
22:

23:
24:
25:
26:

1
2
3
4:
ot
6
7
8
9

: function A(6, D)

Set k <+ 0 > Initialise iteration index
Set C «+ @ > Initialise compression set
Fix Ly < Lo with |Ly — Lo| > 1 > 7 is any fixed tolerance
while /*(¢) > 0 do > While sample-independent state loss is non-zero
g < Vyl*(0) > Gradient of loss function
0« 0—ag > Step in the direction of sample-independent gradient
end while
repeat
k< k+1 > Update iteration index
M —{£eD: L(0,§) > maXgce L(6,€)} > Find samples with loss
greater than compression set loss
gm < {VoL(0, 5)}5@4 > Subgradients of loss function for & € M
EC € argmaxg. L(#o, 5) > Find a sample with maximum loss from C

Ge + VoL(6,€,) > Approximate subgradient of loss function for £ = &,

if 3g€g,: (G,9:) <OANG#0 then > If there is a misaligned
subgradient (take the maximum if multiple)
0+ 0—ag > Step in the direction of misaligned subgradient
C+CU {E} > Update compression set with sample corresponding to
g
else
00— ag, > Step in the direction of approximate subgradient
end if
L+ Lj_4

if maxeee L(0,€) < Ly—; then Ly < maxeee L(0,€), 6% <60 > Update

“running” loss value

end if
until |L, — Ly_1| <17 > Iterate until tolerance is met
return 0,Cy = C U argmaxg.p L(0,§)

end function
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We aim at approximating a minimiser 6* of the quantity maxeep L(6,£) when
D = {&}Y,, which exists due to Assumption 3.4.1. We can then use that minimiser
to construct Vy-. To achieve this, we employ Algorithm 2. The motivating idea is
to perform a subgradient descent step where one is allowed to follow an incorrect
gradient as long as it points in the right direction. We explain the main steps of
Algorithm 2 with the aid of Figure 3.4, where each sample gives rise to a concave
triangular constraint.

Algorithm 2 takes as input some initial (arbitrary) parameter vector 6 and a set
of samples D C {¢}Y,. First, in steps 6-7, we optimise by means of a subgradient
descent regime for the sample-independent loss until this loss is non-positive, which
serves as a form of warm starting. Then, we follow the subgradient associated with
the worst case sample and add it to the compression set C (step 16-17, point M; in
Figure 3.4). The ability of the algorithm to avoid bad local minima (such as that
slightly to the right of M;) is tied to the choice of step size «, whereby a larger
step size is more likely to avoid “bad” local minima (but may also pass “good” local
minima). One way to balance this trade-off may be to consider a diminishing, but
non-summable, step size sequence as is common in subgradient methods. When
iterates get to a point like My, the subgradient step becomes inexact, as for the
same parameter there exists a sample resulting in a higher loss (see asterisk). Such
a sample is in M, step 11 of Algorithm 2. However, the algorithm does not “jump”
to that point, as the inner-product condition in step 15 of the algorithm is not yet
satisfied. Graphically, this is since the point M, and the red asterisk are on a side
of their respective constraints with the same slope. As such the algorithm performs
inexact subgradient descent steps up to point Ms3; this is the first instance where the
condition in step 15 is satisfied (i.e., there exists another constraint with opposite
slope!) and hence the algorithm “jumps” to a point with higher loss and subgradient

of opposite sign. This procedure is then repeated as shown in the figure, with the

IThis constraint with opposite slope may be any constraint with loss greater than the loss eval-
uated on the compression set, not just the maximum one.
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red line indicating the iterates’ path. The “jumps” serve as an exploration step to
investigate the non-convex landscape, while their number (plus two for initial and
final worst case sample) corresponds to the cardinality of the returned compression
set. We iterate till the loss value meets a given tolerance 7 (see steps 24 and 22).
It is to be understood that if C is empty (as per initialization) steps 13-14 are not
performed.

Loss ,

Parameter Space

Figure 3.4: Graphical illustration of Algorithm 2.

Overall, Algorithm 2 can be viewed as a specific choice for the mapping A intro-
duced in Section 3.3 when fed with D = {&}Y,, and some initial choice for 4. It
follows a subgradient descent scheme with “jumps” that (i) allows minimizing a (pos-
sibly) non-convex loss function, and (ii) the mechanism that triggers the “jumps”
provides the means to compute a compression set. Such a mechanism serves as an
efficient alternative to existing methodologies, as we construct it iteratively. At the
same time the constructed compression set is non-trivial as we avoid adding unin-
formative samples to it, and only add one sample per iteration in the worst case.
However, the added sample has a loss higher than that of the compression samples
(see step 11), and is also informative in the sense of having a misaligned subgradient
that allows for exploration (see step 15). It should be highlighted that the under-
pinning idea of constructing the compression set by incrementing it by one sample
at a time is inspired by the so called pick-to-learn paradigm proposed in [88]. That

methodology is general and does not involve a gradient-descent scheme equipped



64 3 Continuous State Verification for Discrete Time Systems

with our proposed logic. This design is thus novel and serves as a constructive
instance of the general methodology of [88].

The main features of Algorithm 2 are summarised in the proposition below.

Proposition 4 (Algorithm 2 Properties). Consider Assumption 3.3.1, Assumption
3.4.1 and Algorithm 2 with D = {& Y., and a fived (sample independent) initializa-

tion for the parameter 8. We then have:

1. Algorithm 2 terminates, returning a parameter vector 0* and a set Cy.

2. The set Cy with cardinality Cy = |Cy| forms a compression set for Algorithm

2.
3. Algorithm 2 satisfies Assumption 3.3.2.

Proof

1. By construction, Algorithm 2 creates a non-increasing sequence of iterates
{L }r>0 that is bounded below by the global minimum of mingep L(6, £) which
exists and is finite due to Assumption 3.4.1. As such, the sequence {Lj}r>o is

convergent, which in turn implies that Algorithm 2 terminates.

2. We need to show that the set Cy is a compression set in the sense of Definition
3.3.1 with A being Algorithm 2 with D = {&}Y,. To see this, we “re-run”
Algorithm 2 from the same initial choice of the parameter vector 6 but with
Cy in place of D. Notice that exactly the same iterates will be generated, as
Cy contains all samples that have a misaligned subgradient and value greater
than the loss evaluated on the running compression set. As a result, the same
output will be returned, which by Definition 3.3.1 establishes that Cy is a

compression set.

3. We show that all properties of Assumption 3.3.2 are satisfied by Algorithm 2.
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Preference: Consider a fixed (sample independent) initialization of Algorithm

2 in terms of the parameter §. Consider also any subsets Cy,Cy of {£'}Y | with

C1 CCs.

Suppose that the compression set returned by Algorithm 2 when fed with C,
is different from C;. Fix any ¢ € = and consider the set Co U{{}. We will show
that the compression set returned by Algorithm 2 when fed with Cy U {{} is
different from C; as well.

Case 1: The new sample £ does not appear as a maximizing sample in step 11
of Algorithm 2, or its subgradient is such that the quantity in step 15 is
positive. This implies that step 17 is not performed and the algorithm proceeds
directly to step 19. As such, £ is not added to the compression set returned by
Algorithm 2, which remains the same with that returned when the algorithm
is fed only by {£}¥,. However, the latter is not equal to Cy, thus establishing
the claim.

Case 2: The new sample ¢ appears as a maximizing sample in step 11 of
Algorithm 2, and has a subgradient such that the quantity in step 15 is non-
positive. As such, step 17 is performed and ¢ is added to the compression
returned by Algorithm 2. If & ¢ C; then the resulting compression set will
be different from C; as it would contain at least one element that is not Cy,

namely, &.

If £ € C; then it must also be in Cy as C; C Cs. In that case & would appear
twice in Cy U {&}, i.e., the set of samples with which Algorithm 2 is fed has &
as a repeated sample (notice that this can happen with zero probability due

to Assumption 3.3.1).

Once one of these repeated samples is added to the compression set returned by
Algorithm 2, then the other will never be added. This is since when this other
sample appears as a maximizing one in step 11 then its duplicate will already

be in the compression set, and hence the exact and approximate subgradients
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in steps 12 and 14 would be identical. As such, the quantity in step 15 would
be non-negative (and, by positive-definiteness of the inner product, only zero
when both vectors are zero-vectors) and hence step 17 will not be performed,
with the duplicate not added to the compression set. As such, one of the
repeated &’s is redundant, which implies that the compression set returned by
Algorithm 2 when fed with Co U {¢} is the same with the one that would be
returned when it is fed with C,. However, this would imply that if C; is the
compression returned by Algorithm 2 when fed with of Co U{{}, it will also be
the compression set for Cy (as the duplicate & would be redundant). However,
the starting hypothesis has been that C; is not a compression of C,. As such,
it is not possible for C; to be a compression set of Co U{{} as well, establishing

the claim.

Non-associativity: Consider a fixed (sample independent) initialization of Al-
gorithm 2 in terms of the parameter 6. Let {¢}¥N for some N > 1. Suppose
that C is returned by Algorithm 2 a compression set of {&'}Y, U {¢}, for all
e {¢ f\S\ﬁl Therefore, up to a measure zero set we must have that

N

cc ) ({E1uie)) = {1, (3.33)

j=N+1

where the inclusion is since C is assumed to be returned as a compression set
by Algorithm 2 when this is fed with any set within the intersection, while the
equality is since by Assumption 3.3.1 all samples in {£/}¥*+N are distinct up
to a measure zero set. This implies that up to a measure zero set C should be
a compression set returned by Algorithm 2 whenever this is fed with {£}Y,

as any additional sample would be redundant.

Fix now any & € {& f\;}ﬁl, and consider Algorithm 2 with D = {&}¥, U {¢}.

The fact that C is returned as a compression set for {£'}Y, U{£} implies that
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whenever ¢ is a maximizing sample in step 11 of Algorithm 2, it should give
rise to a subgradient such that the quantity in step 10 of the algorithm is
positive. This implies that step 19 is performed and hence £ is not added to
C.

Considering Algorithm 2 this time with D = {éz}fv;{N , i.e., fed with all samples
at once, due to the aforementioned arguments, whenever a ¢ € {¢° fi JJFV]YH is a

maximizing sample in step 11, then the algorithm would proceed to step 19,

and steps 16-17 will not be executed. As such, no such ¢ will be added to C.

Hence, the compression set returned by Algorithm 2 when fed with {51}11\51]\7
would be the same with the one that would be returned if the algorithm was

fed with {¢'}Y ;. By (3.33) this then implies that the returned set should be

C up to a measure zero set. |

Proposition 4 implies that we can construct a certificate Vy = Vp«, while the
algorithm that returns this certificate satisfies Assumption 3.3.2 and admits a com-
pression set Cy with cardinality C'y. As such, Algorithm 2 offers a constructive
mechanism to synthesise a certificate, and, if the loss is driven to zero (the assumed
minimum value), then all certificate conditions are met and hence the probabilis-
tic guarantees obtained refer to guarantees on the probability of satisfaction of the
underlying property. It should also be noted that in in the numerical simulations
presented below, we equipped the subgradient descent scheme with a momentum
term thus constructing a deterministic version (as the step size is deterministic) of

the so called Adam algorithm [68] to boost performance.

3.4.2 Discarding Mechanism

In some cases, the parameter returned by Algorithm 2 may result in a value of
the loss function that is considered as undesirable (and as a result the constructed

certificate might be far from meeting the desired conditions). To achieve a lower
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loss, we make use of a sample-and-discarding procedure [28, 105]. To this end,
consider Algorithm 3. At each iteration of this algorithm, the compression set
returned by Algorithm 2 (step 5) is discarded from D, and added to a record of
the set of removed samples R (steps 6-7). We repeat the process till the worst
case loss maxeep L(6,€) > 0 becomes zero (its minimum value). This implies that
Algorithm 2 is invoked each time with fewer samples as its input, while the set R
progressively increases. The set of samples that are removed across the algorithm’s
iterations is denoted by Ry, and forms a compression set for Algorithm 3. However,
it has higher cardinality compared to the original compression set, implying that
improving the loss comes at the price of an increased risk level ¢ as the cardinality

of the compression set increases.

Algorithm 3 Compression Set Update with Discarding

1: Fix {fl ij\i1

2. Set C + @ > Initialise compression set
3: Set D+ {&}Y, > Initialise “running” samples
4: while max¢cp L(0,£) > 0 do

5: 0,C < A(0,D) > Call Algorithm 2
6: D+ D\C > Discard compression set C from D
7: R+ RUC > Store discarded samples
8: end while

9: return 0, Ry =R

This algorithm can be thought of as an add-on to Algorithm 2, and in general to
the procedure of [88], as it offers the means to trade the size of the compression set to
performance. Unlike Algorithm 2 and [88, Algorithm 1] that iteratively increase the
samples used for learning, Algorithm 3 gradually decreases the number of samples

used as input to A across iterations.

Proposition 5 (Algorithm 3 Properties). Consider Assumption 3.3.1, Assumption
3.4.1 and Algorithm 3 with D = {& Y., and a fived (sample independent) initializa-

tion for the parameter 8. We then have:

1. Algorithm 8 converges to a minimum loss value of zero, returning a parameter
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vector 6* and a set Ry.

2. The set Ry with cardinality Ry = |Ry| forms a compression set for Algorithm

3.

3. Algorithm 3 satisfies Assumption 3.5.2.

Proof

1. At every iteration, Algorithm 2, is called with fewer samples, and initialised on
the optimal parameter set from the previous iteration. Hence, the loss value
is a non-increasing sequence. If all samples are removed, the loss is zero, since
we optimise only the sample-independent loss. Hence, the sequence converges

to zero (in the worst-case upon removing all samples).

2. Consider Algorithm 3 with D = {&}¥ ,. Denote by C; the set returned at step
5 of Algorithm 3, and recall that C; C D is the compression set returned by
Algorithm 2 when this is invoked at that part of the process. Notice then that
the set Ry returned by Algorithm 3 can be expressed as Ry = J, C;.

We need to show that Ry is a compression set in the sense of Definition
3.3.1 with A being Algorithm 3 with D = {}Y,. To see this, we “re-run”
Algorithm 3 from the same initial choice of the parameter vector 6 but with
Ry in place of D. At the first iteration, the set returned in step 5 is C; (and the
parameter returned would be the same with the one that would be obtained if
all samples were employed) as this is a compression set for Algorithm 2 invoked
at that step with D = R,. As such, in step 6 and 7 we would, respectively,
have that D = Ry \ C;, and R = Ry since C; is already in Ry. Proceeding
analogously, we have that Algorithm 3 terminates with the set R remaining
intact to Ry and D being empty, and R = Ry. This establishes that Ry is

a compression set for Algorithm 3.

3. Since Algorithm 2 satisfies Assumption 3.3.2, and we simply call this algo-

rithm repeatedly, then Algorithm 3, also inherits these properties and satisfies
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Assumption 3.3.2. [ ]

Since it establishes that Algorithm 3 satisfies Assumption 3.3.2, we have that Algo-
rithm 3 enjoys the guarantees of Theorem 3.3.1 with Ry in place of Cy.

The cardinality of the compression set does not necessarily increase with the state
space dimension, but is rather dependent on the complexity of the problem. For
example, a problem where some trajectories approach or even enter the unsafe set
presents a more challenging synthesis problem than one where trajectories all move
in the opposite direction to the unsafe set, thus we expect the former to have a
larger compression set even if the problem is smaller in dimension. This claim is

supported numerically by the results of Section 3.6.

3.4.3 Choices of Loss Function

We now provide some choices of the loss function L(6,&) = 12(Vp, &) + 15(Vp) so
that minimizing that function we obtain a parameter vector #*, and hence also a
certificate Vjy«, which satisfies the conditions of the property under consideration,
namely, reachability, safety, or RWA. Note that when calculating subgradients to
these functions, which as we will see below are non-convex, we effectively have the
so-called Clarke subdifferential [38].

We provide some expressions for [* and [* for the reachability property in Property
1. For the other properties, the loss functions can be defined in an analogous manner.

To this end, we define

15(Vp) := /X\X max{0, =0 — Vyp(x)} dz (3.34)

+ [ max{0, Vp(z)} dx —i—/ max{0, —Vy(x)} dx.

X7 RN\ X

Focusing on the first of these integrals, if V(z) > —d then max{0, -6 — Vy(x)} =0,
i.e., no loss is incurred, implying satisfaction of (3.4), (3.5). Under a similar reason-

ing, the other integrals account for (3.3) and (3.6), respectively. For a sufficiently
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expressive function approximator, we can find a certificate V' which satisfies the

state constraints and hence has a sample-independent loss of zero.

In practice, we replace integrals with a summation over points generated deter-
ministically within the relevant domains. These points are generated densely enough
across the domain of interest, and hence offer an accurate approximation. This gen-
eration may happen through gridding the relevant domain, or sampling according
to a fixed synthetic distribution; these samples are considered here to be fixed and
they are not related with the ones used to provide probabilistic guarantees. For the
last term, we only enforce the positivity condition on the border of the domain X.
Thus, we take a deterministically generated discrete set of Ngiates points on each
domain A% for points in the domain but outside the goal region, X7 from the initial

set, and X5 for the border of the domain X. Our loss function takes then the form:

I5(Vp) : |X | > max{0, —0 — Vy(x)} (3.35)

T€EXG

|XI| > max{0, Vy(x \X\ > max{0, —Vy(x)}.

xeXT rzeXy

We define [ by

(3.36)

The value of [® encodes a loss if the condition in (3.7) is violated. If both [* and

[2 evaluate to zero for all {¢}Y,, then we have that

(V) + max 13(V,€) =0, (3.37)
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which by Certificate 1 implies that the constructed certificate Vj is such that

% ): 7\/}seauzh N\ (Z = 17 M N)Vb ): wéach(gi)' (338)

Analogous conclusions hold for all other certificates.

3.4.4 Computational Complexity

With this in place we can provide bounds on the performance of Algorithm 2, in
the specific case that our function approximator takes the form of a neural network
with Niayers layers and Nyewrons Per layer. Then the computational complexity of one
iteration of the main loop is O((T + Nstates) * N * Nayers * Nowurons)- We can upper

bound the number of iterations by LO%L*, where L* is the value of the loss associated

with one of the minimisers.

3.5 Comparison with Related Work

3.5.1 Direct Property Evaluation

As is known in the case of Lyapunov stability theory, the existence of a certificate is
useful per se, and allows one to translate a property to a scalar function. However, if
one is not interested in the construction of a certificate and only in such guarantees,

then Theorem 2 in [13] provides an alternative.

Proposition 6 (Theorem 2 in [13]). Fiz 5 € (0,1), and for r = 0,...,N — 1,

determine e(r, 3, N) such that

XT: @) F1—e)V = % (3.39)

k=0

while for r = N let e(N, 3, N) = 1. Denote by Ry the number of samples in {£'}X,



3.5 Comparison with Related Work 73

for which ¢(&") is violated. We then have that

PM{{¢}L e 2V

P{¢ € Z: —(€)} < e(Ry, B, N)} = 1 - 6. (3.40)

This is an a posteriori result, as Ry can be determined only once the samples are
observed. In this case, we have a compression set which is the set of all discarded
samples, plus an additional one to support the solution after discarding. Since this
additional sample is always present, we incorporate it in the formula in (3.39).

We remark that one could obtain different bounds through alternative statistical
techniques, such as Hoeffding’s inequality [62] or Chernoff’s bound [35]. Since these
bounds are of different nature, we do not pursue that avenue further here.

We compare the risk levels € computed by each approach on a benchmark example
in (3.44) under a safety specification; general conclusions are case dependent, as both
bounds are a posteriori. For a fixed [, Figure 3.5 shows the resulting risk levels
for varying N across 5 independently sampled sets of trajectories. The difference
between the orange curve and the blue one can be interpreted as the price related
to certificate generation, as per Theorem 3.3.1. For sufficiently large N, this price is
marginal. As the specification is deterministically safe, no discarding is performed
for Proposition 6, resulting in a smooth curve without variability. For non-zero Ry

we expect variability as Ry will be randomly distributed.

3.5.2 Certificate Synthesis as in [85]

The results in [85] constitute the closest to our work. As no results on reachability
and RWA problems were provided in [85], we limit our discussion to the safety prop-
erty. As with our work, a sample-based construction is performed, where samples
therein are pairs (state, next-state), as opposed to trajectories as in our work. How-

ever, the probabilistic bounds established in [85] are structurally different and of
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Figure 3.5: Comparison of the bounds in Theorem 3.3.1 and Proposition 6 for direct
property evaluation. Median values across the 5 runs are shown with a
cross, and ranges are indicated by error bars.

complementary nature to our work: next, we review the main result in [85], adapted

to our notation.

Theorem 3.5.1 (Theorem 5.3 in [85]). Consider (3.1), with initial and unsafe sets
X1, Xy € X C R, respectively. Consider also N samples {z;, f(z:)}X, from X,
and assume that the loss function in (3.32) is Lipschitz continuous with constant L.

Consider then the problem

ny € argmin 7
d=(v,\c,0),n€ER

st. Vo(x) =~y <n, Vo e X;
Vo(z) = A > —n, Ve € Xy
7+CT—>\_M§7I7 6207

Vo(f(zi) = Va(z;) —c<mn,i=1,...,N, (3.41)

where 6 parameterises Vi, and all other decision variables are scalars leading to level
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sets of V. Let k() be such that
k(0) < P{Bs(x)},Vé € Rso, Vo € X, (3.42)

where Bs(x) C X is a ball of radius 0, centered at x. Fix € (0,1) and determine
e(|d|, B, N) from (3.39), with r = d and by replacing the right hand-side with 5. If
v < Le~Y(e(|d], B, N), we have that

PY{{EMY, € Nt dore(§), VEEE} > 1 5. (3.43)

The following remarks are in order.

1. The result in [85], capitalizing on the developments of [82], is a priori, as op-
posed to the a posteriori assessments of our analysis that are in turn based
on [30]. Moreover, [85] offers a guarantee that, with a certain confidence, the
safety property is always satisfied. This is in contrast to Theorem 3.3.1 where
we provide such guarantees in probability (up to a quantifiable risk level €).
However, these “always” guarantees come with potential challenges. In partic-
ular, the constraint in (3.42) involves the measure of a “ball” in the uncertainty
space. The measure of this ball grows exponentially in the dimension of the
uncertainty space (see also Remark 3.9 in [82]), while it depends linearly on the
dimension of the decision space |d| (see dependence of € below (3.42)). This
dependence in the results of [85] raises computational challenges to obtain
useful bounds: we demonstrate this numerically in Section 3.6 employing one
of the examples considered in [85]. On the contrary, Theorem 3.3.1 depends

only on the cardinality of the compression set.

2. The result in [85] requires inverting x(d), which may not have an analytical
form in general. Moreover, it implicitly assumes some knowledge of the dis-

tribution to obtain k, and of the Lipschitz constants of the system dynamics,
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which we do not require in our analysis.

3. The results of [85] can be extended to continuous time dynamical systems,
which is also possible for our results but outside the scope of this article: we

refer to Chapter 4 for extensions to such cases.

3.6 Numerical Results

For all numerical simulations, we considered a confidence level of 3 = 107°, N =
1000 samples; our results are averaged across 5 independent repetitions, each with
different multi-samples. By sample complexity, we refer to the number of trajectory
samples, separate to the states used for the sample-independent loss since these

samples can be obtained without accessing the system dynamics.

3.6.1 Benchmark Dynamical System

To demonstrate the efficacy of our techniques across all certificates presented, we use
the following dynamical system as benchmark, with state vector z(k) = (x1(k), zo(k)) €

R2, namely,

xo(k+1) za(k) + L (1 (k) — z2(k))
where Ty = 0.1 and we use time horizon 7" = 100 steps. We used a neural network
with 2 hidden layers, and 5 neurons per layer, with sigmoid activation functions thus
leading to a parameter vector of size 51. The phase plane plot for these dynamics is
in Figure 3.6 alongside different sets related to the definition of reachability, safety
and RWA properties are shown.
Surface plots of the reachability, barrier and RWA certificate are shown in Figure

3.7, Figure 3.8 and Figure 3.9, respectively. The zero and —d-sublevel sets of these

The codebase is available at https://github.com/lukearcus/fossil_scenario
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Figure 3.6: Phase plane plot for the dynamical system of (3.44). The different
sets shown are related to the sets that appear in the definitions of the
reachability, safety and RWA property. For each case, only the relevant
sets are considered.

certificates are highlighted with dashed black lines. With reference to Figure 3.7
notice that the zero-sublevel set includes both the initial and the goal set, and no
states outside the domain as expected. Similarly, in Figure 3.8 the zero-sublevel set
of the barrier function does not pass through the unsafe set, while the zero-sublevel
set of the RWA certificate does not pass through the unsafe set, and does not include

states outside the domain.

The constructed certificates depend on N samples. By means of Algorithm 3
and Theorem 3.3.1, these certificates are associated with a theoretical risk bound e
(that bounds the probability that the certificate will not meet the conditions of the
associated property when it comes to a new sample/trajectory). Table 3.2 shows this
risk bound as computed via Theorem 3.3.1. We quantified empirically this property;
namely, we generated additional samples and calculated the number of samples for
which the computed certificate violated the associated certificate’s conditions, or

the underlying property. The number violating the certificate conditions (empirical
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Figure 3.7: Surface plot of the reachability certificate.

certificate risk) is shown in the second column of Table 3.2, and the number violating
the property (empirical property risk) is shown in the fifth column. Note that, as

expected, the empirical values are lower than the theoretical bounds.

The fourth column of Table 3.2 provides the risk bound ¢ that would be obtained
for direct property violation statements (however, without allowing for certificate
construction) as per Proposition 6, this always results in a risk of 0.01825 as no
samples are discarded, since the system can be shown to be deterministically safe.
Recall that the results in the first column of Table 3.2 bound (implicitly) the prob-
ability of property violation, as discussed in the second remark after the proof of

Theorem 3.3.1.
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Figure 3.8: Surface plot of the safety/barrier certificate.

3.6.2 Dynamical System of Higher Dimension

We now investigate a dynamical system of higher dimension with a state z(k) € RS,

governed by

(3.45)
+ 4180z3(k) + 3980z4(k) + 2273z5(k)
We define X = [-2.2,2.2]%, X; = [0.9,1.1]%, Xy = [-2.2,—1.8]® and use a neural

network with 2 hidden layers, and 10 neurons per layer, with sigmoid activation
functions thus leading to a parameter vector of size 211. Once again, the entire of
the initial set can be shown to be safe, so we aim to generate a guarantee as close to
0 as possible. We employ Algorithm 2 to generate a safety certificate. This required

an average of 0.273 seconds, with a standard deviation of 0.018 seconds.

This certificate is computed much faster than those in Table 3.2, which is possible
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Figure 3.9: Surface plot of the RWA certificate.

since the runtime of our algorithm is primarily constrained by how many samples
need to be removed by Algorithm 3 in order to bring the loss to 0. This can be seen
as a measure of how “hard” the problem is. In this example, it is likely that the sets
are easy to separate whilst still maintaining the difference condition, whereas the
system in the previous section required more computation since trajectories move
towards the unsafe set, before moving away from it.

Due to the higher-dimensional state space, this certificate is not illustrated picto-
rially. It is accompanied by a probabilistic certificate € = 0.019 (standard deviation
0.001) computed by means of Theorem 3.3.1. Using Proposition 6, we find a guar-

antee of 0.018 (standard deviation 0), after 2.26 seconds (standard deviation 0.05s).

3.6.3 Partially Unsafe Systems

We now consider the problem of safety certificate construction for the system in

(3.44) with an enlarged unsafe region (see Figure 3.10). We employ the same neural
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Figure 3.10: Phase plane plot, initial and unsafe set for partially unsafe system.
network as in Section 3.6.1. We refer to this system as partially unsafe, as some
sampled trajectories enter the unsafe set. Unlike existing techniques which require
either a deterministically safe system [46], or stochastic dynamics [95], we are still
able to synthesise a probabilistic barrier certificate. The zero-sublevel set of the
constructed safety certificate is shown by a dashed line in both Figures 3.10 and
3.11. Figure 3.11 provides a surface of the constructed certificate, and demonstrates
that it separates the initial and the unsafe set. The computation time was 17971

seconds (standard deviation 1414s).

For this certificate, we obtained a theoretical risk bound ¢ = 0.388 (standard
deviation 0.035) by means of Theorem 3.3.1, and an empirical property risk of
¢ = 0.011 (standard deviation 0.002). Proposition 6 gives risk bound 0.042 (standard

deviation 0.004) after 3.2 seconds (standard deviation 0.1s).

3.6.4 Comparison with [85]

We extend the comparison of our work with that in [85], which has been reviewed

in Section 3.5. To this end, we construct a safety certificate for a two-dimensional
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Figure 3.11: Surface plot of the safety/barrier certificate for the partially unsafe
system of Figure 3.10.

DC Motor as considered in [85], using a neural network with 1 hidden layer, and
5 neurons per layer, with sigmoid activation functions thus leading to a parameter
vector of size 21. We first replicate the methodology of [85], using the Lipschitz

constants they provide.

The methodology of [85] required 257149 samples and 307 seconds (standard de-
viation 44s) of computation time to compute a barrier certificate with confidence
at least equal to 0.99. Using 1000 samples and 1.4 seconds of computation time
(standard deviation 0.1s), we obtained ¢ = 0.01 (standard deviation 0), i.e. we can
bound safety with a risk of 1%, for the same confidence. It can thus be observed that
the numerical computation savings (in terms of number of samples — this might be
an expensive task — and computation time) are significant. Figure 3.12 illustrates
a phase plane plot and the initial and unsafe sets for this problem. The dotted

lines correspond to the sublevel sets constructed in [85] (one lower bounding the
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Figure 3.12: Comparison with [85]. The zero-level set of the safety certificate of
our approach is dashed; level sets that separate the initial and unsafe
sets (i.e. v- and A- level sets) from [85] are dotted.

unsafe set, the other upper bounding the initial set). The dashed line depicts the

zero-sublevel set of the certificate constructed by our approach.

We also performed a comparison on the following four-dimensional system, a
discretised version of a model taken from [46], with the required Lipschitz constants

estimated using the technique in [120].

ik + 1) = 21 (k) + 0.1 ($1<k>5x2<k> _ :v3<k>2x4<k>) |

zo(k + 1) = x9(k) 4+ 0.1 cos(z4(k)), (3.46)

za(k +1) = z4(k) + 0.1 (=21 (k) — 22(k)* + sin(za(k))) .

Due to the reasons outlined in Section 3.5, the approach of [85] with 10! samples
results in a confidence of at least 1073°, which is not practically useful. In contrast,
with our techniques with 1000 samples we obtain a risk level of ¢ = 0.02039, with

confidence at least 1 — 107°.
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3.7 Conclusions

We have proposed a method for synthesis of certificates for dynamical systems, based
only on a finite number of trajectories from the system, in order to verify a number of
core temporally extended specifications. These certificates allow providing assertions
on the satisfaction of the properties of interest. In order to synthesise a certificate, we
considered a novel algorithm for solving a non-convex optimization program where
the loss function we seek to minimise encodes different conditions on the certificate
to be learned.

As a byproduct of our algorithm, we determine a quantity termed “compres-
sion set”, which is instrumental in obtaining scalable probabilistic guarantees. Our
numerical experiments demonstrate the efficacy of our methods on a number of

examples, involving comparison with related methodologies in the literature.
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4 Continuous State Verification for

Continuous Time Systems

4.1 Introduction

Ensuring the safety of continuous time dynamical systems is of critical importance in
an increasingly autonomous world [46, 85, 103]. Tt is often infeasible to model system
behaviour precisely, thus making direct use of system data to verify behaviour is of
interest [2, 71].

In Chapter 3, we considered certificate synthesis for discrete time systems. How-
ever, the guarantees contained in Chapter 3 are no longer valid when it comes to
continuous time systems and we now consider extending such techniques to contin-
uous time systems. This extension brings a number of technical challenges due to
the inability to store continuous trajectories (these now being infinite dimensional),
and the question of derivative access which is likely to be unavailable in general.
We resolve these challenges by using a finite number of discretised trajectories of
the continuous time system; however, we provide guarantees on the safety of a new
unseen continuous time trajectory. We consider slightly different certificate condi-
tions, replacing the discrete time difference condition with a derivative condition,
and then using a first-order Euler approximation for this derivative, to avoid requir-
ing derivative access. This derivative condition is then tightened to account for any

discretisation error, allowing the guarantees to transfer to the underlying continuous
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time system.

In terms of data requirements, the continuous time formulation uses similar data
(trajectories), and the number of trajectories is similar. The key difference arises in
the need to discretise the trajectories here, which may require a finer discretisation to
accurately model the true continuous trajectory, hence needing many more samples
per trajectory. This condition is not a consideration in discrete time.

The probabilistic guarantees take the same form and have a similar dependence
on the size of the compression set. In this continuous time setting, the tightened
constraint may lead to a larger compression set as more iterations are required to
satisfy the constraint. Additionally, by tightening this constraint some conservatism
is introduced which may make the problem harder to solve for a given data set.

Our modelling assumptions are similar between the two settings, both allowing
for general dynamical systems. However the continuous time setting introduces the
necessity to relax the assumptions on model knowledge in Chapter 3, and we now
consider having an upper bound on the Lipschitz constant of the dynamics. This
bound is required to bound the discretisation gap and provide guarantees on unseen
continuous time trajectories.

Finally, the constraint tightening requires the loss to be driven to a more negative
value which we expect to lead to an increased number of iterations, and therefore an
increased computational complexity. This cost is, however, a reasonable trade-off
for obtaining guarantees on continuous time systems, which are common in practice,
and cannot be handled by the discrete time approach.

Our contributions can be summarised as follows:

e We develop novel theoretical results that extend the results of Chapter 3 (which
was limited in scope to discrete time systems) to verify entire continuous tra-

jectories, using discretised approximations for computations;

e We complement the results in [85], following an alternative approach for data-

driven certificate synthesis which, however, does not scale exponentially with
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respect to the dimension of the underlying state space;

e Our approach is entirely data-driven, avoiding the use of satisfiability modulo
theories (SMT) solvers, which are computationally expensive and require a

system model.

4.2 Continuous Time Dynamics

For the purposes of this section, we now consider a continuous time dynamical
system defined as follows. From an initial state, we unravel a finite trajectory, i.e., a
continuous sequence of states & = {(t) }sc0,77, where T € R>g and x(t): [0,7] — R”,
by following the dynamics

i(t) = f(x(1). (4.1)

We only require f: X — R™ to be Lipschitz continuous, thus allowing for existence
and uniqueness of solutions. The set of all possible trajectories = C X; x X1 is
then the set of all trajectories starting from the initial set X;.

In Section 4.4, we discuss how to use a finite set of trajectories to build safety
certificates, and accompany them with generalisation guarantees with respect to
their validity for a new, unseen trajectory. We will also consider time-discretised
versions of continuous time trajectories. To this end, define the time-discretised

trajectory

é: {x(t)}tE{O,tl,...,tM} € ‘é g XI X XMa (42)

for M sampled time steps tq, ..., .

4.3 Continuous Time Properties and Certificates

We now define a safety property, and certificate, for a continuous time dynamical
system. Reachability and Reach-While-Avoid certificates may be defined analo-

gously.
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Property 4 (Safety). Consider (4.1), and let X1, Xy C X with X;N Xy = @ denote
an imitial and an unsafe set, respectively. We say that ¢ encodes a safety property

for a continuous time tragectory £ € = if,

o(&) =Vt e[0,T],z(t) ¢ Xu.

By the definition of ¢, it follows that verifying that a trajectory exhibits the safety
property is equivalent to verifying that a trajectory emanating from the initial set
avoids the unsafe set for all time instances, until the horizon T' < oo.

We now define the relevant criteria for a certificate B to verify a safety property.
Assume that B is continuous, so that when considering the supremum /infimum of

B over X (already assumed to be bounded) or over some of its subsets, this is

well-defined. Consider:

B(x) <0,Vz € Xy, (4.3)
B(x) > 0,Vz € Xy, (4.4)
dB 1
20 < —( inf B(z)— sup B ) 45
7)., < 7 B@) = sup (@) (45)
where % = ‘Z—]j f(x), and hence recognise that this depends on the system dynamics

Assumption 4.3.1 (Lipschitz Derivative). Assume that % is Lipschitz continuous.

Note that even if inf,cx, B(x) —sup,cx, B(x) > 0, i.e., if the last condition en-
codes an increase of B along the system trajectories, the system still avoids entering
the unsafe set. This is established in the proof of Proposition 7 below.

Denote by * the conjunction of (4.3) and (4.4), and by ¥*(€) the property in
(4.5). Notice that the latter depends on £ as it relates to the derivative along a

trajectory. We define a continuous time safety/barrier certificate as follows.

Definition 4.3.1 (Continuous Time Property Verification & Certificates). Given a
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safety property ¢(€), and a function B: R™ — R, let ¢* and ¢>(&) be conditions

such that, if

3B: B¢ A (V€ € E)B = yR(€) = ¢(€), V€ € &,

then the property ¢ is verified for all £ € =. We then say that such a function B is

a barrier certificate.

In words, the implication of Definition 4.3.1 is that if a barrier certificate B satisfies
the conditions in %, as well as the conditions in ¥2(£), for all ¢ € Z, then the safety

property ¢(&) is satisfied for all trajectories £ € =.

Proposition 7 (Continuous Time Safety/Barrier Certificate). A function B: R" —

R is a safety/barrier certificate if

B ¢* A (Y€ € E)B | ¢2(9). (4.6)

Proof. 1t suffices to show that satisfaction of (4.5) implies safety. Integrating (4.5)

up to t < T, we obtain

B(x(t) < B(0)) + 1 ( inf B(x) — sup B(x))

IEXU $€X[

t
sup B(z) + = inf B(x)

zeXT zeXy

<

< L inf B(z) < inf B(x). (4.7)

zeXy zeXy

where the second inequality holds true since B(z(0)) < sup,cyx, B(x), as 2(0) € X.
The third inequality holds true since sup,cyx, B(z) < 0 due to (4.3), and the last
one is since ¢t < T'. We thus have

B(z(t)) < inf B(x), t €0,T], (4.8)

zeXy
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i.e. the maximum value along a trajectory is less than the infimum over the unsafe
region and hence z(t) ¢ Xy, t = [0,T] (notice that (0) ¢ Xy holds since X;N Xy =
). The latter implies that all trajectories that start in X avoid entering the unsafe

set Xy, thus concluding the proof. [ |

To synthesise a certificate, we require complete knowledge of the behaviour f

of the dynamical system, to allow us to evaluate the derivative ‘2—?. This may
be impractical, and we therefore wish to use the data-driven techniques developed

earlier to learn a continuous time certificate.

4.4 Data-Driven Guarantees

As with discrete time systems, we will treat the initial state as random, distributed
according to IP. Then, initializing the continuous time dynamics from each of these
initial states, we unravel a set of continuous time trajectories {£'}Y, also referred
to as a multi-sample.

As before, our guarantees are applicable to systems with stochastic noise affecting
the dynamics, since we only require a distribution over the trajectories to exist (and
satisfy the following mild assumption). However, as we will see later, we also require
an upper bound on the Lipschitz constant of the dynamics, with stochastic dynamics
this bound must still be applicable, restricting the class of noise distributions we
may be able to consider. Provided this bound is satisfied, our subsequent analysis

holds without any modifications.

Remark We note that one may be tempted to naively apply Theorem 3.3.1 to the
time-discretised trajectories. However, this approach is not compatible with contin-
uous time trajectories. In particular, the inner probability refers to the probability
of a new time-discretised trajectory é being (un)safe. As a result, states along the
state trajectory & of the continuous time system under study may violate the safety

property (chiefly, between sampled states x(t;) and x(t;11)).
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4.4.1 Extension to the Continuous Time Case

In this section we show how to extend Theorem 3.3.1 to offer guarantees on newly
sampled continuous time trajectories, even though, to allow for practical appli-
cations, the barrier certificate we will construct will still be based only on time-
discretised ones. To achieve this, we replace (4.5) by a discretised version based
on a first-order Euler approximation (hence we do not require access to the true
derivative values). Moreover, we tighten it to enforce an increase upper bound con-
dition between sample times. Denote this condition (over discretised trajectories)

as wﬁ(é ), defined by the inequality

B(x(ty)) — B(x(tg-1))

max (4.9)
k=1,...M tr — tp—1
1
<~ ( inf B(z)— sup B )—d,
7, B) — sup B

where d € R is a tightening parameter. Define by £z and Ly the Lipschitz constants

ox

of the certificate derivative and of the dynamics f(z) respectively, by Mg, M

bounds on their norms, i.e. sup, ||8g§* | < Mg and sup, || f(z)| < My, and for

t = maxg—1, m(tx — tx—1), define d as

d=TM; (MpLs+ MLp). (4.10)

Theorem 4.4.1 (Continuous Time Guarantees). Consider the conditions of Theorem

3.3.1, Assumption 4.3.1 and (4.10). Then,

P&, e EV: (4.11)

P{¢ € Z: By £  AY2(€))} <e(Cw, B N)} 21 B.

Proof We aim at finding a bound on the discretisation gap L(6,€) — L(0,€) so

that, for sufficiently small loss evaluated on the time-discretised approximations
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L(0,¢), we also achieve a negative loss on the continuous trajectories L(0,§).

L(9>f) - L(eag) = ZA(9>€) - lA(eaé)
dB B(x(ty)) — B(x(tp-1))

=max —| — max : (4.12)
zeé dt p k=l M te — th1

Replace the first maximisation with one between time instances, and exchange the

order of the max operators,

dB
max —max — (4.13)
k=1,..., M te[tkfl,tk] dt x(t)
B — _
e B0)) = Bla(tir))
k=1,...M tr — 1
dB B(x(ty)) — B(x(tk—
< max max — | @ — (z(t)) (2(t-1)) : (4.14)
k=1,....M | t€[tp_1,tx] dt () t — tr_1

We can now replace the difference term with an integral,

th dB dB
Lk,l MAXee b 1 t6] df |a(e) ~ b la(r) 0T
max
k=1,....M tk — tk—l

Letting £ = MpL;+ M;Lp (refer to (4.10) for the definition of the various con-

stants), the previous derivations lead to

L(ea €> - L(07 g)

< tik,l |z(7) — maxiepy, ) 2| £ dT
m
- k:l,(r.l..,M te — tp 1
tho
< max ft: Myt~ tn) dr (4.15)
=1,., te — tey , )
tr—1
= max £ My dr =18My. (4.16)
k=1.M f,

.....
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This results then to a discretisation gap as in (4.10). By Theorem 3.3.1, and
noticing that violating the conditions with 45 in place of 1*, is equivalent to

L(6*,€) > —d, we have

PY{{EY: P{E: L(0*,6) > —d} Se(Cw, B, N) |} 21— 5.
Since L(0*, &) < L(6*,€) + d, this then implies that

PY {{E}L: P{€: L(6*,€) > 0} < (O, B, N) } 2 1B,

thus concluding the proof. [

4.5 Continuous Time Certificate Synthesis

For the results of this section, we again write By and drop the dependency on N to
ease notation. We make use of Algorithm 2 as an inner loop optimisation procedure,
replacing trajectories with their time-discretised approximations throughout, and

loss function defined in the sequel.

For é € = and parameter vector 0, let

L(6,€) =12(0,€) + 1°(9), (4.17)

represent an associated loss function comprised of sample-dependent loss {*, and
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sample-independent loss [°

15(6) := |X1 ZmaX{O By(x)}

TEXT

> max{0,5 — By(x)}.

|XU| TEXY
. 1
12(6,€) = ——( inf By(x) — sup Bg([E))
T rEXy rEXT
+ ey Do) —Be(ﬂf(tk—l))7
k=1,...,.M tr — tp—1

We again assume these points are generated densely enough across the domain of
interest, and hence offer an accurate approximation. Since they do not require access
to the dynamics, we consider them separately from {5@ N

To see the choice of the loss functions, consider the first summation in 1*(#), and
notice that if By(z) < 0 then max{0, By(z)} = 0, i.e., no loss is incurred, implying
satisfaction of (4.3). Similar reasoning relates the other summation and expression
of 1°(0,€) to (4.4) and (4.9), respectively.

The following mild assumption ensures a minimiser of the loss functions exists

and hence our algorithm terminates.
Assumption 4.5.1 (Minimisers’ Existence). For any {5}1 1, and any nonempty D C
{g}fil, the set of minimisers of maxgp, L(6,€), is nonempty.

To terminate our algorithm we require knowledge of d (which depends on 6*). To

resolve this, we propose two approaches.

1. At every iteration j calculate d; using the current best parameters ¢;, termi-

nate if max; [L(Hj,éi)} < —d;.

2. Choose a parameter set, and consider the supremum across that set to de-

termine an upper bound on Lg, Mpg. Use these upper bounds to calculate

d.

The second option is likely to be conservative but removes the need for calculat-
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ing Lipschitz constants in the loop, hence is computationally more efficient. To

determine Lipschitz constants for neural networks we refer to [49, 116].

4.5.1 Sample Discarding

Due to the tightening introduced, to minimise the loss function, we would like its
value to be lower than or equal to —d. However, in some cases, the parameter
returned by Algorithm 2 may result in a loss value greater than —d, thus preventing
us from verifying safety. To ensure the loss is below that threshold, we employ
a sampling-and-discarding procedure as in Algorithm 3, with an adjustment to the
termination criteria to ensure that we meet the tightened loss criteria. In particular,

we continue discarding while the following condition is satisfied

(max12(0,€) > —d) v (I°(0) > 0), (4.18)

£eD

since we wish to ensure the sample-dependent loss is sufficiently tightened, but have

no such requirements on the sample-independent loss.

4.6 Numerical Results

We consider constructing a safety certificate for the nonlinear, two-dimensional jet

engine model as considered in [85],
: 1 :
1(t) = —w2(t) — S21(t) — S21(t), 22(t) = 21(F), (4.19)

using a time horizon T = 5. Figure 4.1 provides a graphical representation of the
dynamics, subdomains under study, the 0-level set produced by our certificate, and
the level sets calculated by the methods in [85] (one lower bounding the unsafe

set, the other upper bounding the initial set). We used 5 independent repetitions

The codebase is available at https://github.com/lukearcus/fossil_scenario


https://github.com/lukearcus/fossil_scenario
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Figure 4.1: Phase plane plot, initial and unsafe set for (4.19). The zero-level set
for our certificate is dashed; level sets that bound the initial and unsafe
sets in [85] are dotted.

(each with different multi-samples) of 1,000 sampled trajectories and 367 seconds
of computation time (standard deviation 139s), to obtain ¢ = 0.01492 (standard
deviation 0.00140) with confidence 0.99. The methodology of [85] required 257149
state pair samples and 5123 seconds (standard deviation 449s) of computation time
to compute a barrier certificate with the same confidence (however, this holds deter-
ministically). We estimate the Lipschitz constants using the methodology in [120],
noting that convergence is guaranteed asymptotically. Figure 4.2 contains a 3D plot

of the certificate.

Beyond these numerical results, we briefly discuss the theoretical differences be-
tween our approach and [85]. The results in [85] offer a guarantee that, with a
certain confidence, the safety property is always satisfied, in contrast to Theorem
4.4.1 where we provide such guarantees in probability (up to a quantifiable risk level
e). However, these “always” guarantees, although very useful, come with some chal-
lenges. Firstly, they are not applicable when part of the initial set is unsafe, whereas

we can still bound the probability of a new trajectory being safe even if some of the
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Figure 4.2: Surface plot of the safety/barrier certificate, generated by our tech-
niques, for the system of Figure 4.1.

sampled trajectories were unsafe. Second, they implicitly require knowledge of the
underlying probability distribution to instantiate their confidence bound and scale

exponentially with respect to the state space dimension.

Related to this last point, we performed a comparison on the following four-

dimensional system taken from [46].

iy(t) = 21 (1) + f"’1<f>;?2<f> B x3<t>2:c4<t>’

da(t) = cos(w4(t)), (4.20)

d3(t) = 0.014/|z1 (1)),

Za(t) = —x1(t) — 22(t)* + sin(x4 (1)),

using T = 4. We applied also the approach of [85] which, with 10 samples,

073, an uninformative result as it is close to zero. With

returned a confidence 1
only 100 samples our techniques obtain a risk level ¢ = 0.21450 (standard deviation

0.00910), confidence 1 — 107 (close to one).
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4.7 Conclusion

We have proposed a method for synthesis of certificates for continuous time dy-
namical systems, based only on a finite number of trajectories from a system. Our
numerical experiments demonstrate the efficacy of our methods on a number of
examples, involving comparison with related methodologies in the literature. Cur-
rent work concentrates towards extending to controlled systems, thus co-designing

a controller and a certificate at the same time.



5 Controller Synthesis with
Verification for Uncertain

Parametric Models

5.1 Introduction

The ability to control a dynamical system towards satisfying a given property is
an important task in the modern world [70]. These properties may encompass
reachability, safety, or some combination of these [46, 65, 85, 96]. Often, it is not
sufficient or preferable to separately design a control law, and verify the system
with this control law. Instead, we seek to learn a controller, and a guarantee on the
behaviour of this controller, simultaneously.

One technique to achieve this involves taking a continuous state dynamical system,
and constructing a finite state abstraction [5, 15, 104]. By constructing a finite
state abstraction, the process of controller synthesis, and verification, becomes much
simpler [13, 101], and existing probabilistic or statistical model checkers may be
employed. This technique is, however, computationally expensive, even for low-
dimensional systems. Further, the granularity of this abstraction may introduce an
error preventing controller synthesis and property verification.

As in Chapters 3 and 4, we consider a data-driven approach to learning, but,

in contrast to these chapters, this chapter considers controller synthesis, extending
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significantly on the results which were previously limited to autonomous systems.
The model we study in this chapter is similar to that explored in Chapter 2, but

now with a continuous state space.

This model choice allows us to acknowledge that most systems exhibit some known
structure (e.g. due to physical laws), whilst leaving some parameters of the system
(e.g. the weight of a vehicle) as uncertain. Hence, we consider uncertain parametric
models [18, 25], that is, we assume to have some model of the system, but our
model contains a number of parameters that are distributed according to some
(potentially unknown) distribution. This allows us to incorporate existing model
knowledge without requiring knowledge of all parameters (which may be difficult or
even impossible). This framework naturally represents many realistic models [48,
109, 114], for example we may know the equations of motion for a vehicle, but the

loading of the vehicle cannot be known a priori.

We consider taking a finite number of samples of the parameters, and use the
so-called scenario approach [26, 27, 29, 32, 53] to provide guarantees on the general-
isability of our obtained controller and certificate to new parameters. We make use
of the general algorithm introduced in Chapter 3 for non-convex scenario programs,
and extend this to controller synthesis. We make use of any parameterised func-
tion approximator as templates for both certificate and controller, and learn these
parameters using a finite number of sampled system parameters and initial states.
Using these sampled parameters, we can use an intermediate controller to uncover
trajectories at every iteration, which may then be used to improve our controller
and certificate, in order to achieve this we assume access to a model of the system
once the parameters are fixed. Our synthesised controller and certificate are then
accompanied by probably approximately correct (PAC) guarantees on their validity,
and hence on the probability of the controlled system satisfying the underlying prop-
erty, when it comes to a new system parameter and initial state. It is to be noted

that such a procedure does not require using a separate data-set for validation. To
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establish such PAC guarantees, we make use of the theoretical advancements in
Chapter 3, which provides bounds on the change of a quantity termed compression
set (namely, a subset of the data which would return the same result as the entire
set) [30, 50, 79].

Our main contributions can be summarised as follows:

1. We develop a novel methodology for the synthesis of certificates to verify a wide
class of properties, namely, reachability, safety and reach-while-avoid specifi-
cations, of uncertain parametric discrete time dynamical systems. Our results
complement the ones in Chapter 3 which do not allow for the incorporation of

any model knowledge.

2. We provide techniques for the synthesis of controllers, which allow us to “steer”
a dynamical system towards satisfying a given property. Our controllers do
not depend on the uncertain parameters of the system, and we instead seek a

controller that is robust to different instantiations of the parameters.

3. Our algorithm is designed such that we can accompany our synthesised con-
troller and certificate with probabilistic guarantees on their generalisation
properties, in particular, the probability that our certificate remains valid for
the controlled system under a new trajectory generated according to a new

system parameter.

5.2 Certificates and Control

5.2.1 Parametrically Uncertain Discrete Time Dynamical

Systems

We consider a bounded state space X C R", and a control-affine dynamical system
whose evolution starts at an initial state x(0) € X, where X; C X denotes the set of

all possible initial conditions. The dynamics include a tunable controller u: X — U,
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where U C R™ is a hyperrectangular set of valid control inputs. With this controller,
we can uncover a finite trajectory starting from an initial state, i.e., a sequence of

states &€ = {z(k)}]_,, where T € N, by following the dynamics

z(k+1) = fo(x(k),u(z(k))). (5.1)

The evolution is governed by a randomly distributed set of parameters v € V (this
distribution is formally described in Section 5.3), and we define f: ¥V x X — R"
so that f,(-) refers to the function parameterised with v. We define E,, as the
set of trajectories for the system parameterised with v, under control law u and,
with a slight abuse of notation, we write 2,3 = U,y S Zvia = Upey Evw and
E = Upev Evr = Upeyy Ev,u- This set-up considers only deterministic systems, but
our methods are applicable to systems with stochastic dynamics - we discuss this in
further detail in Section 5.3. This model allows us to incorporate knowledge about
a system (for example through physical laws), whilst allowing for uncertainty in
some model parameters. Importantly, we seek to find a controller that is robust to

different parameter instantiations, as opposed to finding a controller that depends

on the parameters.

In Section 5.3, we discuss using a finite set of trajectories in order to provide
generalisation guarantees for future trajectories. Our techniques only require a finite
number of samples, and are theoretically not restricted on the properties of such
samples (for instance, we may have a finite number of samples each with an infinitely
long time horizon). However, we discuss in Section 5.4 how one can synthesise a
certificate in practice, and our algorithms are required to store, and perform some
calculations on, these trajectories (which is not practically possible for T taken to

infinity, or continuous time trajectories).
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5.2.2 Control Certificates

We consider the problem of synthesising a controller that verifies the satisfaction
of a property ¢. To this end, we investigate finding a certificate and controller as

follows.

Definition 5.2.1 (Property Verification & Control Certificates). Given a property
$(€), and functions V: R" — R,u € U, let ¥* and > (&) be conditions such that, if

[BV: (VEY ANEED Ev2(9)] = 6(£),VE € Zuy,

then the property ¢ is verified for all £ € Z,. We then say that such a function V

15 a control certificate for the property encoded by ¢.

For brevity, we will conduct our analyses with the Reach certificate recalled below,
but note that our techniques apply to all certificates outlined in Section 3.2.
We again assume that V' is continuous, so that when considering the supre-

mum/infimum of V" over a bounded set, this is well-defined.

Property 5 (Reachability). Consider (5.1), and let X¢, X; C X denote a goal and
initial set, respectively. Assume further that Xg is compact and 0Xqg denotes its

boundary. If, for all £ € 2, y,

Greacn(§) := Tk € {0,...,T}: (k) € Xg, (5.2)

holds, then we say that ¢reach encodes a reachability property. =,y denotes the set
of trajectories consistent with (3.1), under controller u, with initial states contained

within X1 and with with any possible parameter set.

By the definition of ¢eacn it follows that verifying that a system exhibits the
reachability property is equivalent to verifying that all possible trajectories generated
from the initial set enter the goal within at most T time steps. To verify this

property, we consider a certificate that must satisfy a number of conditions. These
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conditions are summarised next. Fix § > —sup,cy, V(2) > 0. We then have

V(z) <0, Vo e Xy, (5.3)
V(z) > -6, Vo € 0Xq, (5.4)
V(z) > -6, Vo e X\ Xg, (5.5)
V(z) >0, Vo € RV \ X, (5.6)
V(folz(k), u(z(k)))) = V(x(k)) (5.7)
< —l<:£\/(x)+5), k=0, kae—1YoeV

where kg := min{k € {0,...,T}: V(xz(k)) < =6}, or kg = T, if there is no such
k. Conditions (5.4)-(5.6) allow characterizing different parts of the state space by
means of specific level sets of V. In particular, we require V' to be non-positive
within the initial set X; (5.3) and positive outside the domain (5.6) (to ensure we
do not leave the domain, where (5.7) may not hold), while V' should be no more
negative than a pre-specified level —9 < 0 in the rest of the domain X (5.5), and
the sublevel set V' less than —¢ should be contained within the goal set Xg (5.4).
Conditions (5.4)-(5.5) provide a bound on the value of our function which we must

reach within the time horizon.

The condition in (5.7) is a decrease condition (its right-hand side is negative due
to the choice of §), that implies V' is decreasing along system trajectories till the
first time the goal set is reached (by the definition of the time instance kg). Note
that, unlike in previous chapters, this decrease condition now also depends on the
choice of controller, hence we are able to, and seek to, find both a controller and

certificate that jointly satisfy this decrease condition.
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5.3 Data-Driven Control Certificates

We denote by (X7, F,,P,) a probability space, where F, is a o-algebra and P,.: F, —
[0, 1] is a probability measure on the set of initial states X;. Then, the initial state
of the system is randomly distributed according to P,. Denote also by (V, F,,P,) a
probability space, similar to above, but now P, is a probability measure on the set
of possible parameters V. Then, the specific parameter set is randomly distributed
according to P,. Finally, we denote by (X; x V', F,P), the product probability space
over initial states and parameters. Importantly, we do not require that P, and P,
be independent for our analysis.

To obtain our sample set, we consider N initial condition and parameter pairs,
sampled from P, namely {z%(0),v'}¥, ~ PV, where we assume that all samples
are independent and identically distributed (i.i.d.). Initializing the dynamics from
each of these initial states, with the associated parameter set and with some fixed
controller u, we unravel a set of trajectories {¢'}Y | € =, 1.

We start by unravelling trajectories according to some controller wug, this may
be a controller which takes a uniform random action across states, or may be ini-
tialised using some domain knowledge to improve convergence. Since there is no
stochasticity in the dynamics, we can equivalently say that, for a fixed controller
u, trajectories (generated from the random initial conditions) are distributed ac-
cording to the same probabilistic law; hence, with a slight abuse of notation, we
write & ~ P,. Where we now use the subscript u to denote the dependency of this
distribution on the controller. In the case of a stochastic dynamical system, the
vector field would depend on some additional disturbance vector; our subsequent
analysis will remain valid with PP, being replaced by the probability distribution
that captures both the randomness of the initial state and the distribution of the
disturbance. Further discussion on the practical aspects of controller and certificate
synthesis for stochastic systems is included in Section 5.4. We impose the following

mild assumption.
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Assumption 5.3.1 (Non-concentrated Mass). We assume that P, {{} = 0, for any

f € EU,V'

5.3.1 Problem Statement

Since we are now dealing with a sample-based problem, we will be constructing prob-
abilistic certificates and hence probabilistic guarantees on the satisfaction of a given
property. We will present our results for a generic property ¢ € {dreach, Psafe, PRWA }
and associated certificate conditions 1, ¢>.

Denote by Vi a certificate of property ¢, and by uy an associated controller, we
introduce the subscript N to emphasise that this certificate is constructed on the

basis of sampled trajectories {£7}Y .

Problem 3 (Probabilistic Property Guarantee). Consider N sampled trajectories,
and fiz a confidence level § € (0,1). We seek to learn a controller uy, and an

associated property violation level, or “risk”, e € (0,1) such that

PN N, € 2N i Puy{E € Eupy: —0(€)} <€} > 1- B, (5.8)

where the initial set of trajectories are generated by some initial controller uy.

It is important to note that we begin with some arbitrary controller ug, and
ultimately learn a controller uy (this being a controller that has been optimised to
allow the system to satisfy the certificate conditions, details of this optimisation are
presented in Section 5.4), we then provide guarantees on the behaviour of the system
with this learnt controller applied. We solve this problem by considering a bound on
the probability of a new trajectory, generated with the learnt controller, satisfying
our certificate conditions. Our statement is in the realm of probably approximately
correct (PAC) learning: the probability of sampling a new trajectory & ~ P,
failing to satisfy our certificate condition is itself a random quantity depending

on the samples {£}Y |, and encompasses the generalisation properties of a learnt
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N
up”’

certificate Vyy. It is thus distributed according to the joint probability measure P
hence our results hold with some confidence (1 — f3).

Providing a solution to Problem 3 is equivalent to determining an e € (0, 1), such
that with confidence at least 1 — 3, the probability that Vjy does not satisfy the
condition 1* A 12 (&) for another sampled trajectory & € Z,, ) is at most equal
to that €. As such, with a certain confidence, a certificate and controller Vi, uy
trained on the basis of N sampled trajectories, will remain a valid certificate for the
dynamics with the optimal controller, with probability at least 1 — e. Therefore, we
can argue that Vi is a probabilistic control certificate, and hence the property holds

(at least) with the same probability.

5.3.2 Probabilistic Guarantees

Our technique for providing a solution to this problem is similar to the method in
Chapter 3, but note that we now begin with trajectories generated according to one

controller, but provide guarantees on the behaviour of the learnt controller.

Assumption 5.3.2 (Properties of A). Assume that algorithm A exhibits the following

properties:

1. Preference: For any pair of multisets C; and Cy of elements of {1}, with
C1 C Co, if C; does not constitute a compression set of Co for algorithm A,

then Cy will not constitute a compression set of Co U{{} for any & € =.

2. Non-associativity: Let {£Z}fV:J{N for some N > 1. If C constitutes a com-
pression set of {& YN, U {€} for all € € {& fV:J]’VJL for algorithm A, then C

constitutes a compression set of {fz}f\Q{N (up to a measure-zero set).

3. Controller Evaluation: The outcome of the algorithm is unchanged if fed with

data {&}Y, € EfLVN’V generated according to the learnt controller uy.

Note that we introduce an additional assumption compared to Assumption 3.3.2,

relating to the learnt controller.
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Theorem 5.3.1 (Probabilistic Guarantees). Consider any algorithm A satisfying
Assumption 5.3.2 such that Vy = A{EN)) B AL, w2 (€) A *, with trajecto-
ries {E'}N., generated in an i.i.d. manner from a distribution satisfying Assump-
tion 5.8.1. Fiz f € (0,1), and for k < N, let let £(k, 3, N) be the (unique) solution

to the polynomial equation in the interval [k/N, 1]

1—8 N

B0
2N 4 JZ

:k:

m

3 AN
+ox Z (1—e)™ N =1, (5.9)
m=N-+
while for k = N let e(N, 3, N) = 1. We then have that

Py {{e e BNy (5.10)
Puy{€ € Buyy: =0(€)} <e(Cn, 8, N)} > 1-5.

Proof Fix 3 € (0, 1), and consider the data-set {¢'}Y, € =,,1, with compression
set C for algorithm A (when fed with trajectories generated from these samples). We
then construct a mapping from samples to a decision, namely, Vi, uxy = A({&'}Y)),
while we impose as an assumption that this mapping satisfies the conditions of

Assumption 5.3.2.

As in the proof of Theorem 3.3.1, we have that if the certificate conditions are not
satisfied on a new sample, then there will be a change in the compression set when
the algorithm is fed all samples plus the new violating sample. Then, we also have
(by Assumption 5.3.2) that if we run the algorithm using data from the optimal
controller uy the outcome is unchanged, hence we also know that if the certificate
conditions are violated on a new trajectory generated by the controller uy, then

there must also be a change in the compression set.

This derivation establishes the fact that the probability of Vy violating the prop-

erty when it comes to a new &, is bounded by the probability that the compression



110 5 Controller Synthesis with Verification for Uncertain Parametric Models

set changes, i.e., we have that

Py {€ € Zunw: Viv b 0% A2 (€)}

< Py {€ € Zuyv: Cn #CHY. (5.11)

We can now make use of [30, Theorem 7|, which implies that with confidence at
least 1 — (3, the probability that for a new £ € = the compression set changes, is at

most (Cy, 3, N), i.e.,
PuN{f € EuNyi C]—I\_, 7£ CN} < 6(0]\[,5,]\]), (512)

where the expression ofe(k, 5, N) for different values of k is given in (5.9). By (5.11)

and (5.12), we have that

Pﬁg{{fl}il € Eﬁg,v :

Puy{€ € Buyw: Vv FE° AR ()} < e(Cn, B, N)} > 1 - 8.

By the implication in Definition 5.2.1, (5.10) follows, thus concluding the proof. W

We discuss how our algorithm satisfies Assumption 5.3.2 in the following section.

5.4 Control & Certificate Synthesis

We treat our certificate and controller as an appropriately parameterised “template”
(e.g., neural network), and denote the parameter vectors 6,7 respectively. We then
have that our certificate Vy depends on 6, which is a vector we seek to identify to
instantiate our certificate. Similarly uy depends on 7, a separate vector we wish
to identify. For the results of this section, we simply write Vj and w,, dropping

the dependency on N to ease notation. In order to ensure our controller meets the
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control limits, we make the following transformation to u,,

Umin + Umax

s (5.13)

Uy < (Umax — Umin) tanh(u,) +

where the tanh function is applied elementwise, and Uy, Unmin are vectors defining
the limits of the hyperrectangular control region U.

We seek to determine an optimal control parameterization n*, as well as a certifi-
cate parameterization #* that verifies the behaviour of the controller. To this end,

for a £ € = and parameter vector 6, let

L(6,n,&) = 12(0,n,€) + 1°(6), (5.14)

represent an associated loss function consisting of a sample-dependent loss /%, and a
sample-independent loss [*. Without loss of generality, we assume that we can drive
the sample-independent loss to be zero (see further discussions later). We impose

the next mild assumption, needed to prove termination of our algorithm.

Assumption 5.4.1 (Minimisers’ Existence). For any {£}Y,, and any non-empty

D C {&}N,, the set of minimisers of maxeep L(6,1,§), is non-empty.

We aim at approximating minimisers 6*, n* of the quantity maxecp L(6, 7, &) when
D = {¢}}Y, € E) ,, which exists due to Assumption 5.4.1. We can then use that
minimiser to construct Vg« and w,.. To achieve this, we employ a slightly modified
version of Algorithm 2, as an inner loop (see Algorithm 4, and construct an outer
loop procedure which iteratively updates the controller parameters in Algorithm 5.

Algorithm 4 is similar to Algorithm 2, with modifications to gradient computa-
tions to allow for controller parameters, and a change in the jump condition which
shows improved performance. In particular, rather than jumping for a misaligned
subgradient, we iterate until the parameters demonstrate zero loss on the running
compression set, before then jumping to the current maximum sample. This pro-

vides an alternative technique for trading between exploitation and exploration, in
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Algorithm 4 Inner Loop Optimisation

1:
2
3
4:
5:
6
7
8
9

10:
11:
12:
13:
14:

15:
16:
17:
18:
19:
20:
21:
22:

23:
24:
25:
26:
27:

function A(6,7, D)

Set k< 0 > Initialise iteration index
Set C +— @ > Initialise compression set
Fix Ly < Lo with |Ly — Lo| > ¢ > ( is any fixed tolerance
while /*(6) > 0 do > While sample-independent state loss is non-zero
g < Vyl*(0) > Gradient of loss function
0« 0—ag > Step in the direction of sample-independent gradient
end while
repeat
k+—k+1 > Update iteration index
£ carg MaXgcp L(0,n, ~) > Find a sample with maximum loss from D
Jp < (VgL(H, n, &), Vo L(0, n,g)) > Subgradients of loss function

EC € argmaxg; L(6,n, 5) > Find a sample with maximum loss from C
), V., L

o +— (VgL(Q, n,&c), Vo L(0, U,EC)) > Approximate subgradient of loss

function for £ = &,

if L(0,1,,) <0 then > If loss on compression set is non-positive
0« 0 — agh, > Step in the direction of true 6 subgradient
N1 — agh > Step in the direction of true n subgradient
C+ CU{&} > Update compression set with maximising sample
else

0 < 0 —agl > Step in the direction of approximate § subgradient
n<n—agl > Step in the direction of approximate n subgradient
end if

Lk — Lk—l
if maxeee L(0,1,€) < Liy—q then Ly <— maxeee L(60,1,£),0% < 60,n" <1
end if

until |Ly — Ly_1| < ¢ > Iterate until tolerance is met
return 6*,n*,Cy = C U argmax,.p L(0,7,§)

28: end function
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Algorithm 5 Controller Synthesis

1: Set 6y, n9 < Uniform random > Initialise parameters
2: Fix Dy «+ {z°(0), v}, ~ PN > Sample states and parameters
3: Set Sp + {€N, e [V, By v > Uncover trajectories, using data in D
4 Set Z «[1,..., N] > Initialise index set
5: Set k <+ 0

6: while max¢cs, L(0k,mx, &) > 0 do

7 Set C + @ > Initialise compression set
8: repeat

9: k+—k+1
10: Qk, nk,C — A(@k_l, Nk—1, Sk—l) > Call Algorithm 4
11: C+CucC B > Update compression set
12: Is« Iz U {i € [1,|Skl]: S;_, € C} > Update running indices
13: Sk {&Vier € [lier Eu,, i > Update trajectories from remaining data
14: until 7, = n_4 B

15: Sk Sp1\C > Discard compression set C from trajectories for next

iteration

16: I« {I'eZ:i¢Is} > Update index set

17: end while
18: return Oy, ny, Ry = 1Dy \ Df

particular, we optimise for the current sample until the controller can satisfy the
conditions on that sample (exploitation), and then add a new sample to our compres-
sion set once this is achieved (exploration). We hypothesise that, for a sufficiently
random initial controller, a single trajectory provides information on a large portion
of the state space, and hence optimising for this trajectory provides a controller with

reasonable performance across the remaining trajectories.

We provide a graphical representation of this modification in Figure 5.1. Now, we
have that the algorithm jumps at My, when the loss on the compression set is below
0, and then at M3, the loss converges on the compression set so we experience another

jump (note that this jump would occur after exiting the inner loop algorithm).

Algorithm 5 has been modified to allow for trajectories to be updated each loop
to account for the changing controller (see line 13). We now use a set of initial states
and parameters (line 2), and generate a set of trajectories from these in line 3. This

set of trajectories is updated on every loop according to the controller uncovered on
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Loss

Parameter Space

Figure 5.1: Graphical illustration of Algorithm 4.

. . C Add samples to
Dy = {z'(0),v" };L, —> Uncover —>| compression set

. : Algorithm 4 C=CucC
trajectories
00,10 ————> — 0, m
l C
A
Not convergedﬁ
Mk = Ng—17
Converged
Remove \
compression set | Non-zero loss
P < Loss is zero?

from data~
D, =D;\C

Zero loss

Compression set Ry = CN7

optimal parameters 0*, n*

Figure 5.2: Overview of Algorithm 5.

that loop (line 13), whilst a set of indices is used to select the undiscarded data from
Dy for this update (see lines 4,12,16). Then, the discarded samples (and hence the
compression set), is calculated as the data contained in Dy whose index is not in Z

(the index set). A visual overview of the algorithm is presented in Figure 5.2.

As discussed in Section 5.3, we may consider stochastic dynamics, in this case it
is necessary that we have access to N - T samples of the noise vector (and that the
noise distribution be state-independent). Provided these conditions are met, then

in line 13 we may make use of these noise samples to uncover a trajectory that
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comes from the distribution over trajectories with parameters v* and controller w,,.
Alternatively, if we have the ability to generate samples of the noise we may relax
the assumption on state independence, since we can then obtain a trajectory from
the true trajectory distribution using these generated samples. If these conditions
are not met then we cannot guarantee that the uncovered trajectories are correctly

distributed and are unable to make correct guarantees.

We remark that, unlike Chapters 3 and 4, we now require access to a model in
order to uncover trajectories generated by the intermediate controller w,,, and to
calculate gradients for our controller. Theoretically, this model may be completely
uncertain (albeit with a known structure) if all parameters are uncertain. Without
knowledge of the structure of the dynamics, and ability to sample parameters, it

would not be possible to apply our techniques.

Throughout this thesis, we employ scenario approach guarantees that depend on
the size of the compression set. In the convex case it is known that the size of the
compression set scales with the dimension of the uncertainty space [31]. With this
in mind, we expect that if more model knowledge is available (in the form of more
known, fixed, parameters, and hence a reduced dimension uncertainty space) then
the size of the compression set will be reduced. Since we are considering a highly
non-convex problem, a straightforward theoretical link between the dimension of the
uncertainty space and the size of the compression set is not readily available, and is

left to future work.

The sample-independent loss functions are defined identically to those of Sec-
tion 3.4, whilst the sample-dependent loss is of the following form (the equation
provided is for a reach certificate, but other certificates follow analogously)

12(0.m,6,v) = max {0, _max  (Va(fu(a(k),uwy(a(k))) — Vo(a(k))
1

— = (sup Valw) +9) },

TEXT

(5.15)
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where v is the sampled parameter corresponding to trajectory &.

5.4.1 Algorithm Properties

Proposition 8 (Algorithm 4 Properties). Consider Assumption 5.3.1, Assumption
5.4.1 and Algorithm 4 with D = {&}Y, and a fized (sample independent) initializa-

tion for the parameters 6 and n. We then have:
1. Algorithm 4 terminates, returning parameter vectors 0*,n* and a set Cy.

2. The set Cy with cardinality Cy = |Cy| forms a compression set for Algorithm
4.
3. Algorithm j satisfies Assumption 3.5.2.

Proof

1. By construction, Algorithm 4 creates a non-increasing sequence of iterates
{Li}r>0 that is bounded below by the global minimum of mingee L(6,7,§)
which exists and is finite due to Assumption 5.4.1. As such, the sequence

{Lk}x>0 is convergent, which in turn implies that Algorithm 4 terminates.

2. We need to show that the set Cy is a compression set in the sense of Definition
3.3.1 with A being Algorithm 4 with D = {&}Y,. To see this, we “re-run”
Algorithm 4 from the same initial choice of the parameter vectors 6, 7 but with
Cy in place of D. Notice that exactly the same iterates will be generated, as,
once the loss on the initial sample is driven to 0, Cy contains the maximum
element in D by construction, and this is also true for all future iterations. As
a result, the same output will be returned, which by Definition 3.3.1 estab-

lishes that Cy is a compression set.

3. We show that all properties of Assumption 3.3.2 are satisfied by Algorithm 4.
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Preference: Consider a fixed (sample independent) initialization of Algorithm
4 in terms of the parameters @,7n. Consider also any subsets C;,Co of {1},

with Cl g C2.

Suppose that the compression set returned by Algorithm 4 when fed with C,
is different from C;. Fix any £ € = and consider the set Co U{{}. We will show
that the compression set returned by Algorithm 4 when fed with Cy U {{} is
different from C; as well.

When the algorithm reaches step 18 the current maximising sample from D is
added to the compression set, if this is not ¢ for any iteration then the algo-
rithm is unchanged across all iterations. Thus the compression set remains the
same with that returned when the algorithm is fed only by {¢'}Y . However,
the latter is not equal to Cy, thus establishing the claim.

Alternatively, if the new sample £ appears as a maximizing sample for step 18
of Algorithm 4 £ is added to the compression returned by Algorithm 4. If
¢ ¢ C; then the resulting compression set will be different from C; as it would

contain at least one element that is not C;, namely, .

If £ € C; then it must also be in Cy as C; C Cy. In that case £ would appear
twice in Cy U {&}, i.e., the set of samples with which Algorithm 4 is fed has £
as a repeated sample (notice that this can happen with zero probability due

to Assumption 5.3.1).

Once one of these repeated samples is added to the compression set returned
by Algorithm 4, then the other will never be added. This is since when this
other sample appears as a maximizing one in step 11 then its duplicate will
already be in the compression set. As such, in order to run step 18, the loss
on this sample would have to be non-positive, however, it must also be the
maximum (from D), and hence the loss on all samples is non-positive and
the algorithm would terminate. As such, one of the repeated £’s is redundant,

which implies that the compression set returned by Algorithm 4 when fed with
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CoU{&} is the same with the one that would be returned when it is fed with Cs.
However, this would imply that if C; is the compression returned by Algorithm
4 when fed with of Cy U {¢}, it will also be the compression set for Cy (as the
duplicate £ would be redundant). However, the starting hypothesis has been
that C; is not a compression of C5. As such, it is not possible for C; to be a

compression set of Cy U {¢} as well, establishing the claim.

Non-associativity: Consider a fixed (sample independent) initialization of Al-
gorithm 4 in terms of the parameter 6. Let {€/}Y*V for some N > 1. Suppose
that C is returned by Algorithm 4 a compression set of {&'}Y, U {¢}, for all
e {¢ f\:?\fj?u Therefore, up to a measure zero set we must have that

N

cc ) (1L uiey) = {1, (5.16)

j=N+1

where the inclusion is since C is assumed to be returned as a compression set
by Algorithm 4 when this is fed with any set within the intersection, while the
equality is since by Assumption 5.3.1 all samples in {£’ Z\LJ{N are distinct up
to a measure zero set. This implies that up to a measure zero set C should be

a compression set returned by Algorithm 4 whenever this is fed with {£}Y,

as any additional sample would be redundant.

Fix now any £ € {£! fV:J]rV]il, and consider Algorithm 4 with D = {&}¥, U {¢}.

The fact that C is returned as a compression set for {£}Y, U{£} implies that

whenever £ is a maximizing sample in step 11 of Algorithm 4 the loss on the

compression set is positive. This implies that steps 20-21 are performed and

hence ¢ is not added to C.

Considering Algorithm 4 this time with D = {¢}¥*+V i, fed with all samples
N+N

at once, due to the aforementioned arguments, whenever a & € {£'},.1 Y isa

maximizing sample in step 11, then the algorithm would proceed to step 20,
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and steps 16—18 will not be executed. As such, no such £ will be added to C.

Hence, the compression set returned by Algorithm 4 when fed with {{’l}f\[;{N
would be the same with the one that would be returned if the algorithm was
fed with {£}Y . By (5.16) this then implies that the returned set should be

C up to a measure zero set. [ |

Note that, on its own, Algorithm 4 does not satisfy the additional condition in
Assumption 5.3.2, and hence we require the addition of Algorithm 5 to provide our

guarantees.

Proposition 9 (Algorithm 5 Properties). Consider Assumption 5.3.1, Assumption
5.4.1 and Algorithm 5 with D = {&;}¥, and a fized (sample independent) initializa-

tion for the parameters 6 and n. We then have:

1. Algorithm 5 converges to a minimum loss value of zero, returning a parameter

vector 0*,n* and a set Ry .

2. The set Ry with cardinality Ry = |Ry| forms a compression set for Algorithm

b.

3. Algorithm 5 satisfies Assumption 5.3.2.
Proof

1. Unlike Algorithm 3, we now have a step which updates the trajectories (line 13),
hence the loss value may not necessarily be uniformly decreasing. However, we
still have that, if all samples are removed, the loss is zero, since we optimise
only the sample-independent loss (and assume this can be driven to zero).
Hence, there exists at least one iteration with a zero loss (in the worst-case
upon removing all samples). Empirically, we found that it was possible to ob-
tain zero loss without discarding any samples if the system could be controlled

to reach the goal set.
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2. Consider Algorithm 5 with Dy = {2%(0),v*},. Denote by C; the set returned
at step 10 of Algorithm 5, and recall that this set is the compression set
returned by Algorithm 4 when this is invoked at that part of the process.
Notice then that the set Ry returned by Algorithm 5 can be expressed as the
union of all samples which gave rise to a trajectory contained in any C;, for all
i
We need to show that Ry is a compression set in the sense of Definition 3.3.1
with A being Algorithm 5 with Dy = {2°(0),v'}Y; . To see this, we “re-
run” Algorithm 5 from the same initial choice of the parameter vector 8 but
with Ry in place of Dy. At the first iteration, the set returned in step 10 is
C; (and the parameter returned would be the same with the one that would
be obtained if all samples were employed) as this is a compression set for
Algorithm 4 invoked at that step with D = R ,r. As such, in step 15 we would,
have that D is equal to Ry without any samples that gave rise to C; (since
this is a compression set for Algorithm 4 and only samples that are not in
any compression set have been removed, and no samples added). Proceeding
analogously, we have that Algorithm 5 terminates with the set Ry remaining
intact and D being empty/ This establishes that Ry is a compression set for

Algorithm 5.

3. Consider first the loop contained in lines 8-14. We know that Algorithm 4
satisfies the preference and non-associativity properties (by Proposition 8).
We then update the trajectories according to the current controller w,,, this
having no effect on the compression set, and hence preserving preference and
non-associativity. We repeat the loop and obtain a new compression set from
Algorithm 4, since the result is added to the existing compression set, then
preference and non-associativity are maintained. Thus, this loop satisfies As-
sumption 3.3.2, and we know that discarding does not affect these properties,

so the entire algorithm must satisfy Assumption 3.3.2. Finally, we consider
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controller evaluation, due to the iterative nature of our algorithm, the outcome
depends on initial conditions 6y, 79, when we refer to the algorithm being re-
run with trajectories generated according to w,, it is to be assumed that the

parameters are initialised at 6*,n*.

Then, since the final loop is conducted
with trajectories generated using the controller from the previous loop, and
the controller parameters are unchanged (as per line 14), then rerunning the

algorithm would lead to immediate termination, leaving # and n unchanged.

Hence, the algorithm satisfies Assumption 5.3.2. [

5.5 Numerical Results

For all numerical simulations, we considered a confidence level of 8 = 107°, N =
1000 samples; our results are averaged across 5 independent repetitions, each with
different multi-samples. By sample complexity, we refer to the number of trajec-
tory samples, separate to the states used for the sample-independent loss since these
samples can be obtained without accessing the system dynamics. Unless other-
wise stated, we use a uniform distribution (but our techniques naturally extend to

unknown distributions, see Section 5.3).

5.5.1 Reachability for Unstable System

First, we consider the model

0.7 0.8 1
z(k+1)= x(k) + u(z(k)), (5.17)

v 1.4 1
with v being randomly distributed between —0.3 and —0.5. With no control in-
put this system is unstable for all parameter values, however, we wish to design a

controller (with limits & = [—1,1]), which can get to within 1 unit of the origin,

with X = [—1,1] x [4,4.5]. After an average of 60,090 seconds (standard deviation
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Figure 5.3: Phase plane plot for a sampled system with optimal controller, addi-
tional randomly generated trajectories (for other systems) are shown in
blue, and the 0O-level set is portrayed by a dashed line.

16,660s) we obtain a reach certificate, with risk 0.068 (standard deviation 0.013).
We provide a phase plane plot of one sampled system in Figure 5.3, the 0- and
—0- level sets are shown with a dashed line. In Figure 5.4 we provide a plot of the
optimal control input for each state, this demonstrates that the controller learns to
apply a strong negative input initially, which is then reduced in magnitude as the

system approaches the goal set.

5.5.2 Safety Certificate

We also consider a model of the form

(5.18)

zo(k + 1) = x9(k) + T(x1(k) + vas(k)) + Tus(z(k)),
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Figure 5.4: Optimal controller values across domain.
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Figure 5.5: Phase plane plot for a sampled system with optimal controller, addi-
tional randomly generated trajectories (for other systems) are shown in
blue, and the 0-level set is portrayed by a dashed line.

with v € [-2,0] and U = [—2,2]%. Note that this model is very similar to one
studied in Section 3.6, and is naturally stable for all parameter values. We seek
to find a controller that guarantees we do not enter within 1 unit of the origin
with X; = [-1,1] x [4,4.5]. Our techniques required an average of 5760 seconds
(standard deviation 630s) to obtain a safety certificate with risk 0.113 (standard
deviation 0.013). In Figure 5.5, we provide a phase plane plot for a sampled system,
as well as trajectories for 5 further sampled systems and initial conditions, the O-
level set of the certificate is shown with a dashed line. From this figure we can see
that the learned controller drives the system away from the origin, safely avoiding

the unsafe region around the origin.
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5.6 Conclusion

We have proposed a method for synthesis of robust controllers for uncertain para-
metric dynamical systems, based only a finite number of sampled system parameters.
These controllers are optimised to verify a number of core temporally extended spec-
ifications. In addition, we accompany our controller (and dynamical system) with
a certificate which provides assertions on the property of interest We provide PAC
guarantees on the validity of our certificate for the controlled system when it comes
to a new parameter.

Our numerical experiments demonstrate the efficacy of our methods on a number

of examples.



6 Summary and Future Research

Directions

Verifying complex properties of dynamical systems using data is an exciting and
important area of ongoing research. In this thesis, we have considered two ap-
proaches for data-driven verification, one based on the use of an abstraction, and
one abstraction-free technique. We have also explored how we can solve the prob-
lem of co-design in order to synthesise a controller (or policy), as well as providing
guarantees on the behaviour of that controller, without requiring an additional veri-
fication dataset. Below we summarise the main results of each chapter of this thesis,

as well as providing some avenues for future research.

6.1 Chapter 2: Finite State Control/Policy Synthesis

In Chapter 2 we investigated the synthesis of a robust policy to verify a probabilistic
computation tree logic (PCTL) formula on an uncertain parametric Markov decision
process (upMDP). These upMDPs provide a valuable modelling framework, since
they provide a simple abstraction of a complex system, but still allow us to consider
uncertainty arising due to either modelling uncertainty (for example uncertainty in
the loading of a vehicle) or due to external factors (for example uncertainty in wind
direction). These models can also be viewed as a probabilistic counterpart to robust

MDPs, where the goal is to be robust to all values of the uncertainty. In contrast
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with this approach, upMDPs allow us to avoid being overly conservative since we
seek to be robust up to some risk level. The use of PCTL formulae allows us to

consider complex specifications which can be expressed in a succinct manner.

We developed novel techniques for the synthesis of probabilistically robust policies.
This is in contrast to prior work in [13], which considered finding a policy for each
parameter instantiation. By developing a policy that is probabilistically robust to
parameter instantiations we do not require knowledge of the parameters in order
to apply our policy. We considered policies within three different policy classes,
namely deterministic, behavioural and mixed policies, and provided techniques for

synthesisng robust policies within each class.

We then provide probably approximately correct (PAC) guarantees on the satis-
faction of the given PCTL formula. This guarantees were calculated by capitalising
on recent advancements in the so-called scenario approach theory. Due to differ-
ences in the structure of the synthesis procedure for policies in each policy class, we

provided separate guarantees for each policy class.

Finally, we applied our techniques in a number of numerical experiments, provid-
ing a comparison with alternative procedures for synthesisng policies for upMDPs,

as well as a comparison between the various policy classes.

This work opened up a number of interesting avenues for future research. First,
our techniques were found to be computationally expensive, requiring many hours to
synthesise a policy. In order to aid practical application, it is of interest to improve
this performance, possible methods to achieve this include using faster techniques
to find an approximate subgradient at each step, or performing some form of warm-
starting to initialise our optimisation (e.g. by starting from a policy that is optimal
for at least one parameter instantiation). Such improvements in performance would
allow us to explore a further avenue in sample-and-discarding results, which provides
a framework to trade guarantees for performance (i.e. by allowing us to discard a

sample on which our formula is particularly difficult to satisfy).
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Additionally, our techniques for synthesis of deterministic policies was particularly
expensive, but these offer an arguably more understandable policy class. Hence,
we may wish to investigate techniques for less computationally expensive synthesis
of these policies, possibly by utilising a subgradient descent algorithm to steer us
towards the optimal deterministic policy. Such a procedure is closely related to
solving mixed integer programs, and may suffer from similar drawbacks (e.g. the
optimal deterministic policy may be arbitrarily far from the optimal behavioural
policy).

Finally, we were unable to provide any convergence guarantees for our subgradient
algorithm for behavioural policy synthesis. Such guarantees would be a valuable
addition to this work, but require further consideration due to the non-convex nature

of the problem.

6.2 Chapters 3 and 4: Continuous State Verification

In Chapters 3 and 4 we consider the problem of certificate synthesis for continuous-
state systems in both discrete and continuous time. We considered certificates which
allowed us to verify a number of properties, namely, reachability, safety and reach-
while-avoid.

By synthesising certificates directly on the continuous-state system we avoid solv-
ing the complex task of constructing an abstraction, as well as any approximation
errors introduced by such an abstraction. In order to allow for the synthesis of
certificates for any general continuous-state system we allow for the use of any pa-
rameterised function approximator as certificate template. This allows us to use,
for example, neural networks as certificate templates, thus allowing for the approx-
imation of any function within a certain function space [63].

Many existing certificate synthesis techniques consider having access to a model

of the system in order to verify the certificate conditions. However, obtaining such a
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model of the system is in general difficult, and requires domain-specific knowledge.
Furthermore, the guarantees provided by such techniques are strongly dependent on
the quality of the models. Hence, we avoid building a model of the system, and learn
the certificate directly from sampled trajectories from the system. Hence we seek
to solve a so-called scenario program, with these trajectories entering our certificate

synthesis optimisation program through constraints.

We wish to make use of all our data in order to synthesise a certificate, and then
provide guarantees on the validity of our certificate when it comes to a new, and
unseen, system trajectory. Once again, we turn to scenario approach techniques to
obtain PAC guarantees, making use of the most recent extensions to obtain such

guarantees.

Synthesising one of these certificates requires, in general, solving a non-convex op-
timisation problem. Solving such a problem is non-trivial, and applying the scenario
approach theory to such problems is difficult. To solve this, we introduce a novel
algorithm, which makes use of a generalised version of subgradients to iteratively
improve our solution, whilst avoiding uninformative data in order to allow for strong
guarantees. This algorithm has potential for application to any general non-convex

scenario program.

In addition, we include a discarding mechanism to allow for trading guarantees
for optimality, and, in particular for certificate synthesis, to allow us to discard
trajectories that will not satisfy the certificate conditions for any certificate. This
is necessary so that we can provide a guarantee on a new trajectory satisfying the

certificate conditions (and hence the underlying property under study).

In Chapter 4, we investigated applying our techniques to continuous time sys-
tems. In contrast to discrete time systems, continuous time models have trajecto-
ries that have infinite-dimension (since they map to a state for all continuous time
points). This prevents us performing computations on these trajectories, and we

therefore consider a time-discretised approximation, taking samples of states at a
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finite number of time instances along the trajectory, and using these to estimate a
derivative at each sampled time. However, directly applying our techniques to these
time-discretised trajectories suffers a significant drawback since we are unable to
guarantee property satisfaction between sample times. Hence, we considered find-
ing a bound on the change in the certificate conditions between sampled points, and
therefore, provided we can exceed the satisfaction of the certificate conditions by at
least this bound, we guarantee property satisfaction on the entire continuous time

trajectory through computations only on its time-discretised approximation.

We provide proof that the algorithm both with, and without, discarding eventu-
ally terminates, and that with discarding this can be shown to occur at the global
minimum. Finally, we apply our techniques to a number of benchmark problems,
and compare our results to similar existing results in the literature for certificate

synthesis.

These certificates were limited to autonomous systems (or systems with a pre-
calculated controller), and we address the problem of controller synthesis in Chap-
ter 5. Some other avenues for extending this research include extensions to more
complex properties (and compositions of properties) to allow for verification of gen-
eral logical formulae, as well as further investigations on the properties of our algo-
rithm. As with Chapter 2, our algorithm makes use of subgradient-like techniques in
a non-convex landscape, and the existence of convergence guarantees in such a set-up
is an open question. As discussed, our algorithm should be applicable to other non-
convex scenario programs, and investigating its application there is another exciting

avenue of future research.

Finally, our guarantees throughout have been of a probably approximately correct
nature (with two layers of probability). In some instances (such as in Table 3.2), it
is preferable to make the inner probability as close to 0 as possible. In these cases,
a relevant area of research is that which bridges the gap between scenario programs

and robust programs to achieve only a single layer of probability [47], which have
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previously been applied to certificate-based problems [85, 106]. Therefore, we may
be interested in applying such techniques to our framework.

However, to do so would require some additional knowledge which have not as-
sumed access to thus far. In particular, we would require some knowledge about the
distribution from which trajectories are drawn, as well as bounds on the Lipschitz
constants of the problem. With this information, it may then be possible to obtain
a guarantee with a single layer of probability, provided a sufficient amount of data.

Due to the very high-dimensional nature of our sample space (each sample being a
trajectory), and the fact that these techniques’ data requirements scale exponentially
with the dimension of the sample space, it is likely that implementing these bounds
would require vast amounts of data. In contrast, the PAC guarantees we employ
allow for lower data requirements, and reduced conservatism at the cost of this 2 layer
probability. Such robust techniques are still of interest, and exploring if there may
be some inherent structure in the samples- for example, due to the dynamics- that

could be exploited to reduce the data requirements is an interesting open question.

6.3 Chapter 5: Controller Synthesis with Verification
for Uncertain Parametric Models

Finally, in Chapter 5 we consider the problem of controller synthesis with guarantees.
In particular, we seek to optimise a controller to satisfy a given specification, and
accompany the resulting controlled system with a certificate. Once again, we seek
to utilise all available data for training, rather than saving some data for testing.
In this chapter, we considered an uncertain parametric dynamical model, in some
ways similar to the upMDP of Chapter 2, but now with a continuous state space.
These uncertain parametric models provide a natural way for us to model known
physical laws, whilst maintaining a formal approach to uncertainty. We consider

nonlinear control models and require only that the model has unique solutions for
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controllers taking values within the valid control set.

In order to achieve this, we adapted Algorithms 2 and 3 to optimise controller
parameters, as well as iteratively updating trajectories based on the sampled param-
eters and initial states. Then, we verified the properties of the algorithms to ensure
we could still provide PAC guarantees using the scenario approach theory. Finally,
we provided an evaluation of our proposed techniques on a number of numerical
experiments.

This work offers one of the first combinations of data-driven certificate and con-
troller synthesis, and, to the best of our knowledge, the first that considers a para-
metrically uncertain system. This work provides a starting point for a number of
exciting directions of future work. Perhaps the most interesting, and challenging, of
these is to allow for purely data-driven synthesis and guarantees, that is, a method
for learning a controller and providing guarantees on its behaviour, without the need
to update trajectories to match candidate controllers at each step. Such a method
may be possible, but requires some further research into the scenario approach the-
ory, in particular, this would induce a distribution shift on trajectories (from being
generated by an initial controller to an optimal one), and providing guarantees in
such a setting is difficult.

Additionally, there is potential to investigate the link between our techniques, and
other techniques for controller synthesis. In particular, there may be a link between
the certificate difference conditions we study, and other techniques such as reinforce-
ment learning through the Bellman equation (and the Hamilton—Jacobi-Bellman
equation in continuous time). In the future, we hope to explore this link to relate
certificate learning to reinforcement learning and optimal control, and potentially

to provide probabilistic guarantees on these methods.
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